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Christos L. Stergiou, Efficient and Secure Algorithms for Big Data Handling, Processing, and Delivery in
Cloud Computing for Internet of Things Networks, Ph.D. Thesis University of Macedonia, Greece (2021).
Available online library UOM: https://dspace.lib.uom.gr/handle/2159/25403

Abstract - The rapid development of modern technologies such as Cloud Computing (CC), Big Data (BD),
Internet of Things (10T), Wireless Communication Systems (WCS), and Atrtificial Intelligence (Al) significantly
affect many activities of modern everyday life. The great advancements in communication technologies and
many other technology-based sectors are causing increasing security and privacy issues. Additionally, the huge
hardware infrastructures that emerging technologies rely on demand large amounts of electricity highlighting the
importance of energy-efficient and green infrastructures. This dissertation aims to survey the operation of CC,
BD, loT, and WCS in relation to this important issue. More specifically, | will try to explore the challenges that
the integration of these technologies creates, mainly focusing on issues of security, privacy, data management,
and energy-efficient use.

During my PhD, | have reported numerous findings that could offer new opportunities of having a more secure
and energy-efficient environment, based on CC technology. All the research papers and manuscripts included in
the present dissertation are listed in a logical order, starting from theoretical research and moving on to practical
experimental studies. All the studies conducted during my PhD aimed publication at high-ranking journals and
were presented in significant conferences of the broader Technology Communication field.

The studies present possible integrations of CC with technologies such as 10T and BD. The main scope was to
find gaps in the secure use of BD, which most often, are produced by 10T, in cloud environments. The first
chapter of this dissertation is a general introduction to all the examined technologies. The published papers and
in-press manuscripts presented in chapters two, three, four, and five are examining CC, BD, loT, and their
security and privacy issues aiming to propose novel algorithms which are based on the existing encryption
algorithms, offering better integration models.

The papers presented in chapters six, seven, eight, and nine examine and present novel scenarios and
frameworks that use loT-based BD, through WCN, which are based and dependant on CC. Many of the
proposed scenarios and frameworks are settled and simulated on very well-known and important simulators,
such as CloudSim and Cooja Contiki. The focus of these papers was to provide a better managing building
system installed in a Smart Building.

The papers presented in chapters ten, eleven, and twelve are based on the idea of Smart Building and the
communication system they integrate. More specifically, they offer new opportunities for managing,
transferring, and processing data, in many cases 10T-Big Data, via a wireless network, based on Cloud
infrastructures. Main objective of this research effort is to propose more secure environments for managing,
transferring, and processing data. These simulations revealed the need for energy-efficient infrastructures and, in
some cases, the need for Al and Machine Learning (ML) methods involvement.

Finally, chapters thirteen, fourteen, and fifteen present novel scenarios of “green” infrastructures that are based
on ML. As in all the aforementioned papers and manuscripts, the main scope is to provide an environment for
better management, transfer, and processing of loT-based BD. This environment mainly operates on WCN and
is based on CC. The implications of my PhD research are presented more precisely in subsection 1.4.

Hepilnyn - H paydaia EEMEN Tov ohyypovav kot Tpoceatmv texvoloydv énmg to Cloud Computing, ta Big
Data, to Internet of Things, to acVppoTo GLOTANATO ETIKOWVOVING KAl 1) TEXVNTH vonuooLvn OEtovv véeg
GLVONKEG 6€ TOALEG SPOCTNPLOTNTEG KOl TPAYHATA OTr cVYYpovn kKabnuepwvn (on. Emmiéov, pe Tig onpavticég
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egelilelg otTig TEXVOAOYIEG EMKOWOVIOV Kol GE TOAAOVG GAAOVG Topelg, avomtiocovtal emiong Oépoata
AcPAAELOG KOl TPooTaciog ™G WIOTIKNAG (NG, ATd TV GAAN TAELPE, AOY® TOV TEPAGTIOV VITOSOUDV VAIKOD
611 omoieg Pocifovtar ot avadvopeves TeXVoroYies, ypetdlovTal LEYGAEG TOGOTNTEG NAEKTPIKNG EVEPYELNG, KO
étol mpokvmtel To {NTNUAL TNG EvEPYELOKNG amOd00Ng Kol Tpdowvmv vrodoudv. Katd cuvvénewn, pe avti
SratpiPr] vdpyet pa Tpoordbeia yio Ty Epevva g Aertovpyiog twv Cloud Computing, Big Data, Internet of
Things kot Wireless Communication Systems. Baocwlopevog og avtég ondte, Tpoonddnoa va ovokoAdy® Tig
TPOKANGCELS, OV eUPAvVIlOVIOL GTNV €VOTOINCN OVTAOV TOV TEYVOAOYIDV, GTOXELOVTAG Kupimg oe Bépata
AcPAAELOG, OTOPPNTOL, OLyElPloNG dedOUEVMV KOl EVEPYELOKE amOSOTIKNG XpNons. Mécw g dounpévng
peAég Kot épevvag mov 81eENyON 6To TAAIGI0 TOL S180KTOPIKOD OV, £X® KOTOANEEL 6E TOAAL GUUTEPAGLLOTO
Kot EupHATe TOL B0 LTOPOVCAY VO TPOGPEPOVY VEES EVKALPIES Y10 EVOL TTLO AGPAAES KOl EVEPYELNK( ATOSOTIKO
nepiPaiiov, Paoiopévo oty teyvoroyio Cloud Computing. Ola to dMpocievpuéva EPELVNTIKG £YYpPOPa, TO
omoio vVAOTOWONKAY Kol TPAYUOTOTOWONKAY GTO TAQIGIO TNG SBUKTOPIKNG LoV €peuvag mapatifevtal otn
Sudaktopiky pov SwTpiPfn pe Aoy oeipd. Oleg ol épevveg mOV TPAYHOTOTOMONKAY KATA TN OGPKELD TNG
OWBOKTOPIKNG LoV £pguvog Tpoomddnoav va ONUOGIELTODY o VYNAOD EMTESOL TEPLOSIKA KOl VOl
TOPOVOLOGTOVV GE ONUOVTIKO GUVEIPLO OTOVG OYETIKOVG TOMEIC. Apyucd, LAAPYOV €PELVNTIKE £pyo TOL
npoomdbncay va gpevvioovv kot va gvompotdcovy to Cloud Computing pe oyetikéc teyvoroyieg Om®S 0
Internet of Things kot to Big Data. To mpmto kou yevikdtepo 10 Paoikd medio givar va avakoivebodv ta
avoytd keva oty acpoin ypnon Big Data, ta omoia moAAléc popég mapdyovtor amd to Internet of Things, og
éva mepipariov Cloud. O épevveg mov mopovoidloviarl ota ke@atota 300, Tpia, TECoEPO Kol TEVTE OPyIKd
gpevvovv 1o Cloud Computing, ta Big Data, to Internet of Things kot ta {ntiuata acedlelog kot anoppritov
TOV, TPOKEWEVOL VO TAPEYOVY VEOLS aAYOPIBLOVG, e PAon Tovg Tpéxovieg alyOplOovg KpLTTTOYpAPNoNG, TOV
TPOGEEPOLY KaADTEPO poVTEAN evomoinong. EmimAéov, ol gpeuvntikég epyacieg mov mapovoidlovial oto
Kepaiowo EEL, EXTA, OKTO Kot EVVEQ, EPELVODV Kot OTEIKOVICOVY VEN GEVAPLO. KOl TAAIGIO TOV YPTGLULOTOOVY TO
Big Data mov Paciletar oto Internet of Things, pécw acvpuatev diktdov kot facilovror kot eEapt@vTorl omd
1o Cloud Computing. TToAAG amd to TpoTeOpEVO. GEVAPLO Kat TAiolo puOpilovTal Kol TPOGOHOIDVOVTaL GE
oM YVOOTONG KOl OTUAVTIKOVG TPocopolwtés, 6nmg to CloudSim kot to Cooja Contiki. O kOprog otdy0g
QUTOV TOV EPELVNTIKOV EPYACLOV €0TIALEL OTNV TOPOYN €VOG KOADTEPOL GLOTHLOTOG Olyeiplong KTipiov
gykoteomuévo og évo €€umvo kripro. Baoiwlopevog oty 18éo tov Smart Building xor tov cvotipatog
EMKOWVMOVIOG OV YPNCIUOTOLEITAL GE AVTH, VTAPYOVV TEPUITEP® EPEVVEG TOV TTAPOLGLALOVTOL GTO KEPAAOLL
OéK0 EVTEKN KOl OMOEKD TOL TPOCPEPOVY VEEG guKalpieg YPNONG, OLoEIPIoNG, HETAPOPAS Kol emeEepyaciog
dedouévarv, oe morég meputtmwoeilg Big Data mov mapdyovtor and to Internet of Things, péow acOpuatov
dwtvov kot PasiCovror oe vrodopég Cloud. Q¢ kbprog otdyoc givor va vedpyel mo aceorés mepiPdiiov yio
xpnomn, dwayeipion, petagopd Kot eneEepyncioo S£dOUEVOV. Xg EPEVVEG TOV TPAYUATOTOWONKAY Y10, OLTA TO
épya mpoékvyay véa CNTHLOTO OV VIEPYOVV GTOV TOUEN, 1) OVAYKY] EVEPYELOKA OTOJOTIKMY VITOSOUMY KoL, OF
OPICUEVEG TTEPUTMGCELS, 1 AVAYKY] GUUUETOXNG OTN VEL 100 GEVOPI®MV TEYVNTHG VONUOGUVIG KOl UNYOVIKNG
pébnong. Xta kepdAoio dekotpia, dEKOTECTEPQ KO SEKATEVTE TALPOVGLALOVTOL Kot ometkovilovTal véa oevapio
pe otdYo TV TOPoYN «TPASIV@VY» VTOdOU®Y oV Pacilovial 6Ty TTLYN TOV GEVAPIOV UNYOVIKNG Hadnong.
Dduod, mhvta e TN AOYIKN TNG TAPOYNG EVOG TEPPAAAOVTOG Yo TV KOADTEPN XPNON, OlaYEIpIon, HETAPOPH
ko eneEepyocio Big Data mov Baciletor o€ 10T, 10 omoio Asrtovpyel kuping o acOpuaTa SIKTLO ETIKOWVOVIDV
kot Baciovtar og wepipdiiov Cloud Computing. Ot k0pieg cVVEIGQOPEG OV TTpocTaOncay vo enttevyBovy
HEG® TNG SOOKTOPIKNG LOL EPEVLVOS TAPOLGLALOVTOL LE LEYOADTEPT CAPNVELL OTNV evoTnTO 1.4,

Emotnuovikoi Touor ue kprréc

BC.5. Ztepyiov, X. (2021). A&onoinon Tov vEov TeQVoAOYIOV oT0 €dkd oyoleio. TTedhaiog Mudaymydg,
Tebyog 2, 103-114. (URL: https://pellaiospaidagwgos.blogspot.com/2021/06/2-2021.html) [ISSN: 2732-7388]

Abstract — In this paper, the various ways in which technology can help students with special needs are initially
studied and presented. There are many different cases, which are also related to the type of disability. For this
reason, the use of technical tools that can be used to help the various disabilities, such as in the recognition and
synthesis of written speech, is proposed and recommended, where the learning of people with disorders that do
not allow the correct processing of visual information can be facilitated. Therefore, through new technologies


https://pellaiospaidagwgos.blogspot.com/2021/06/2-2021.html

Yrnouvnuo Epyaoicwv — Xrepyiov Xpnorog

and various technological tools, a multitude of advantages are offered in the educational process for children
with special educational needs and not only. However, there are also some "dangers" that must be taken care of
to avoid, as technology is not coming to replace the teacher, nor to be a magic recipe or panacea. Technological
developments are a complementary tool, where in some cases it is even quite necessary, but it must be properly
utilized in order to offer the corresponding desired results.

Hepiinyn - Ztv Topovca epyacia, apyikd LEAETOVTAL Kot Tapovoldlovtat ot S1dpopot TPOTOL e TOVG OTOI0VG
n texvoroylo pmopel va PBonbnoet tovg pabntéc pe edkég avdykes. YTOPYouv TOAAEG KOl OLOPOPETIKES
TEPITTMGELS, 0L 0TTOiEG oyeTifovTal Kat [ To €(00¢ NG avommpiog. o avtd T0 AdY0, TPOTEIVETAL KOl GUVIGTATOL
N XPNON TEYVIKOV EPYUAEI®V TOV UTOPOVV Vo ypnotpomombovv w¢ Ponbela 6T dtdpopeg avamnpieg, OT®S
oV avoyvaplon kat cvvleon ypamrtod Adyov, Omov umopel vo dlevkoAvvOel n puabnon tov atdpov pe
SloTopoYEG OV eV EMUTPEMOVY TNV oMOTH enelepyacio onTIKOY mANpogopidv. Enopévmg, pécw tav vémv
TEYVOAOYIDV KOL TOV Ol0POP®V TEXVOAOYIKAV EPYOLEI®V TPOCEEPETUL Uid TANODPO TAEOVEKTNUATOV GTNV
EKTAUOEVTIKT OlodtKaGia Yo Todld e €0KEG EKTOOEVTIKES OVAYKEG KAl Ol LOVo. Q6TOCO, LILAPYOLV Kol
Kkdmowol «kivduvowy mov mpémel va mpooexfovv o va amogevyBovv, kabdg mn TeYVOAOYio dev EpyeTol Vo
OVTIKOTOOTNOEL TOV EKTMOLOELTIKO, 0UTE VO GMOTEAECEL [0l HAYKn ovvtayn] 1 mavakew. H teyvoloyucég
egeliéelg eivar oopuminpopotikd epyaieio, OTOV Ge KAMOEG TEPIMTAOOELS gival PLAAOTA OPKETA OMAPAITNTO,
aALd mpémel va aglomonfel coTd MOTE VoL TPOoPEPEL TOL avtioTorya emBvuntd omotelécpata.

BC.4. A. P. Plageras, C. L. Stergiou, K. E. Psannis, “Internet of Things for Healthcare: Challenges &
Perspectives”, New Technologies in Health: Medical, Legal and Ethical Issues, Medical Law and Bioethics
Study Laboratory AUTH, Thessaloniki, Greece, February 2021. [ISBN: 978-960-654-306-7]

Abstract - The purpose of this research work is to motivate researchers in the field to develop novel ideas,
applications, laws, regulations, and techniques. Thus, the main objectives of this work are to provide all the
useful information needed, so that everyone can adopt and then integrate this information which can lead to
novel evolutionary scenarios.

Hepidnyn - O oKOTOG AVTAG TNG EPEVVNTIKNG EPYOCiag €ival Vo, TOPAKIVIGEL TOVG EPEVVNTEG 0T0 Tedio, va
avantoéovy véeg 106ec, €PUPUOYEG, VOLOLS, KavoviopoVg Kot texvikés. 'Etotl, ot kbplot otdyol ovthg Tng
gpyaciog eival vo mopéyel OAEG TIG XPNOEG TANPOQOpieg mov ypetdlovtal, £tcl dote 0 kabévag va pmopel vo
V100ETNOEL KOl OTN GUVEXEWD VO, EVOOUOTOOEL OVTEG TIC TANPOPOPIEG TOV UTOPOVY VO, 0OMYNGOLV GE VEQ
eEeMyuéva oevapio.

BC.3. Stergiou C. L., Plageras A. P., Psannis K. E., Gupta B. B. (2020) Secure Machine Learning Scenario
from Big Data in Cloud Computing via Internet of Things Network. In: Gupta B., Perez G., Agrawal D., Gupta
D. (eds) Handbook of Computer Networks and Cyber Security. Springer, Cham. https://doi.org/10.1007/978-3-
030-22277-2 21

Abstract - The Cloud Computing (CC) technology refers to an infrastructure in which both data storage and data
processing take place outside the mobile device. Furthermore, another new and fast growing technology called
Internet of things (10T) rises in the sector of networks and telecommunications with specific concern in the
“modern” area of wireless telecommunication systems. Regarding our recent research, the main goal of the
interaction and cooperation between things and objects sent through the wireless networks is to fulfill the
objective set to them as a combined entity, with the aim to achieve a better environment for the use of Big Data
(BD). In addition, counting on the technology of wireless networks, both CC and loT could be developed
rapidly and together. In this paper, we survey loT and Cloud Computing technologies with focus on security
problems that both technologies faced. Particularly, these two aforementioned technologies (i.e., Cloud
Computing and 10T) have been compared, with the aim to examine the familiar characteristics and examine and
discover the benefits of their integration to secure the use and transmission of Big Data. In conclusion,
contributions of CC and 10T technologies and how the CC technology improves the operation of 10T as a base
technology for Big Data systems have been presented.
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Hepilnwn - H teyvoroyio Yrnoloyiotikng Népoug (Cloud Computing - CC) avagépetal 6€ pia vodopn otny
omoia 1660 1 omoBNKeVoT dedopévmv G0 Kat 1 EneEepyacio SESOUEVOV TPUYUATOTOODVTOL EKTOG TNG KIVITNG
ovokevng. Emmhéov, avomtiooetar puo véa Kot tayéwng eeMocopevn texvoloyio mov ovoudletal Atadiktvo
tov Ipaypdtov (Internet of Things - 10T) otov topéa TV SIKTOHOV KOl TOV TNAETIKOWOVIOV LE WB10iTEPO
EVOLOPEPOV OTI «OVYXPOVI TEPOYN TMOV OCLPUATOV THAETIKOWOVIOKOV cvotnudtov. Ocov apopd v
TPOCPATH EPELVA LLOG, O KOPLOG GTOYXOC TNG eival 1 LEAETN TG aAAnAemidpacng Kot TG cvvepyasiog Letaly
TPOYUATOV KOl AVTIKEWEVOV TOV OMOGTEAAOVTAL LECH TMV acVpUaTOV SiKTOwV. 'Etol, npémet va exknAnpwbei o
GTOY0G OV TOVG EYEL OPLOTEL, MG CLVIVOGUEVT OVTOTNTO, LE GKOTO VO EMLTUYEL £va KAADTEPO TEPPAALOV YiaL TN
xpnon Tov Agdopévov Meyaing Kiipoxag (Big Data - BD). EmutAéov, e Bdon v teyvoloyia Tmv acOpuatmy
dktvmv, 1660 11 Yroloyiotikny Népovg 660 kot to Atadiktvo tov paypdtov 0o propodoav va avamrtoybovv
ypfyopa kot amd Kool cuvdvoouéve. Ty mopodoa epyocic, €Eetdalovpe TG TEXVOAOYiEG AlodIKTVLO TMV
Ipaypdtov kot Yroloyiotik NEQovg e Eupacn ota TPoPAILOTO ACOAAENG TOV OVTILETOTILOVY Kot Ot 60
TeXvoLOYiec. Zvuykekpiéva, ot 600 tpoavapepbeiceg texvoroyieg (dnA. To Cloud Computing kot to 10T) éyovv
oLYKPOEl [1E YVOLOVA TO YVOOTA YOPOKTIPLOTIKA TOVG Kat xovv egetachel kat avakolvedel ta opéAn and v
evomoinon tovg, eotidlovtag Kvupiwg ot yprion Kot v petddoon tov Asdopéveov Meyding Kiipokoc.
Yvumepacpatikd, mtopovstdleTal pet cupPoAn TV TeXVoAoydV Ymoloyiotik NEpovg kot Awdiktvo tev
paypdrov, kot mog 1 teyvoroyio Ymoroywotikng Néeovg PBedtidver tn Agrtovpylo tov Awdiktoov TV
[paypdrov, og texvoloyieg faong yio cvotinata Aedopévev Meydaing KAipoakag.

BC.2. Stergiou, C., Psannis, K. E. (2020). Recent Advances Delivered in Mobile Cloud Computing's Security
and Management Challenges. In B. Gupta (Ed.), Modern Principles, Practices, and Algorithms for Cloud
Security (pp. 21-43). 1GI Global. http://d0i:10.4018/978-1-7998-1082-7.ch002

Abstract - Mobile cloud computing provides an opportunity to restrict the usage of huge hardware infrastructure
and to provide access to data, applications, and computational power from every place and in any time with the
use of a mobile device. Furthermore, MCC offers a number of possibilities but additionally creates several
challenges and issues that need to be addressed as well. Through this work, the authors try to define the most
important issues and challenges in the field of MCC technology by illustrating the most significant works
related to MCC during recent years. Regarding the huge benefits offered by the MCC technology, the authors
try to achieve a more safe and trusted environment for MCC users in order to operate the functions and transfer,
edit, and manage data and applications, proposing a new method based on the existing AES encryption
algorithm, which is, according to the study, the most relevant encryption algorithm to a cloud environment.
Concluding, the authors suggest as a future plan to focus on finding new ways to achieve a better integration
MCC with other technologies.

Hepilnwn - To Mobile Cloud Computing (MCC) mapéyel v evkaipio va meplopiotel 1 ypNior TepAoTIOg
VIOJOUNG VAMKOV Kot va Tapéxete TpdoPact o€ dedopéva, eQaproyES Kol VITOAOYIGTIKY oyd ammd 0movdnmoTe
Kol oVl 7Aoo, OTIyp| HE TN ¥pNon amid piag Kwwntig ovokevng. Emumhéov, 1o MCC mpoc@épet dibpopeg
duvatdrec, aAAG emmAéov dnpovpyel S1APOpeg TPOKANCELG Kol {NTANATO TOV TPEMEL VO OVTILETOTLIGTOVY
emiong. Méoa omd avtd 10 €pyo YiveTor o TPOoTAPELD VO ATEKOVIGTODY Tal GHAVTIKOTEPA CNTNHATO Kot
npokincelg otov Topéa g teyvoroyiog MCC, mapabétovtog Tic onpavTikoTepeg epyacieg mov oyetiCovran e
10 MCC ta televtaia ypoévia. Ocov agopd to tepdotio opéAn mov mpooeépet 1 teyvoroyion MCC, ot
oLYYpaQeiG TpoomabBovv vo emthyovy €va Mo aoPurég Kot aglomioto meptBdiiov Yo Tovg yproteg MCC,
TPOKEWEVOD Vo Aeltovpyohv ot Aertovpyieg Kot va peta@épovy, vo enesepydlovion Kot vo dayepifovron
dedopéva kol e@appoyés, mpoteivoviag pa véo pébodo Pooiopévn oto vrmapyov AES  aAdydpibuo
KpULTTOYPAONOoNG, 0 0moi0g, SOUE®VA HE TN HEAETN, €lvol O O GLVOENG AAYOPIOIOG KPLTTTOYPAPNONG OE
nepipariiov Cloud. Zvumepacpoticd, ol cuvvtdkteg mpoteivouv &va pelloviikd oxédio pe to omoio Oa
enkevipobel oy e€gdpeon vEwv TpoOTT®V Yo TV KoAvTEpN evooudtoon tov MCC pe dhdeg teyvoroyieg.


about:blank
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BC.1. Kwvotavtivog Pavvrg ko Xp1etog Xrepyiov, Anotelecpatikn kow Acpong petapopd BIG data oto
Cloud Computing pe évav aiyopiBuo, Ileprodikn "Exdoon tov Iavemotiuov Maxkedoviag (T16), Adyovotog
2018.

Hepilnwn - Big Data givon o véa teyvoroyio mov ovamtbooetor pe tayd pubud otov Topén TV
TNAETKOWVOVIDV, KOl €WIKA GTOV GUYXPOVO TOUER TOV OCVPUATOV THAETIKOwoVidv. Ermiong, po akopa
TeyvoAoyion M omoio OvAmTOOGETOL TOXVTOTO OTOV TOMEN TMV OCUPUOT®V TNAETIKOWOVIOV €ivor 1
«Ymohoyiotikny Népovgy 1, 6mwg givor gupémg yvootn, Cloud Computing (CC). E&etdlovtog pe cuvtopia Tt
givar Big Data pmopovpe vo movpe 0Tt givar évag vEog SNUOQIAAS 6pOC, TOV XPNCOTOLEITOL Yo VO TEPTYPAYEL
TNV EKTANKTIKA Toyelo a0ENGN ToV OYKOV TV dE0UEVOV. ZVYKEKPLUEVA, EIVOL EVOG VPG OPOC TOV OVAPEPETOL
€ GUVOAX dEJOUEVOV TOCO HEYAAN 1| TOADTAOKE TOL Ol TAPASOGIUKEG EQOPLOYES emelepyaciog dedopévmv
givat avenapkeic. Amd avTiV T OKOTIE, PTopovE Vo ToOpE OTL 1) akpifela Tng Teyvoroyiag Big Data umopei va
00NYNOEL GE WO Giyovpn ANYN AmOPACE®V, Kol £T6L Ol KOADTEPEG OMOPACELS UTOPOVV VO, 0O1YNOOLV GE
UEYOADTEPT] AEITOVPYIKN OMOTEAECUOATIKOTNTO, HEI®ON TOL KOOTOVG, KOOMG Kot pEUEVO Kivovvo otn
dwyeipion tov dedopévev. Amd avtiv v dmoyn cvvewdntonoovpe 61t to Big Data eivar miéov e&icov
GNUOVTIKG TOCO Y10 TIG EMYEPNOES OGO KOl Yo, TO O0diKTVLO YeVIKOTEPO, Kol aVTO GLUPOivVEL ETEDN OL
TEPLOGOTEPES TANPOPOPiec 0dNyoLV o o akpiPeic avarvoeic. Ocov agpopd to Cloud Computing, arotelel pia
VEQL YEVIOL DIINPECIAOV TOV EUOAVICTNKE TO TEAELTOLO YPOVIOL LLE OKOTO VO TPOCPEPEL T SLVATOTNTA TOPOYNG
mpoOcPacng oe TANpoeopieg kot dedoléva omd 0moldNTOTE PEPOG KOl OmoldNmote mpa, mepopifovrag M
e€adeipovtag état v avaykn yu vakotexvikd eEomhopd. O 6pog Cloud Computing (YmoAoyiotikny Népoug)
opifetar ®g M PO VIOAOYICTIKOV TOPMV VAKOTEYVIKNG LTOGTNPENG, KaOMOG Kol AoyloUKoD, HECH NG
XPNONG VANPECIOV OV HOG TOPEXOVTOL HEG® TOL SadKTOOV. XTIg péPeg pog, ot vanpeoieg tov Cloud
Computing anaptilovv éva, oo to peyaAdTEPa TESIO AVTOYOVIGUOD GTOV KOGHO UETOED KOAOGGIOImY ETAPELDV
otov topéa g IIAnpopopiknig, omwg ivoan 1 Google, n Amazon xat i Microsoft, o1 onoieg aywviCoviol va
mapovv pio TAeovekTikny Béom, oe avtiv TV Toxémg ovamtuocouevny Propnyavio. Onwmg yivetar pe Tig
TEPLOGOTEPEG VEEG TEYVOAOYIEG, KOt EWOIKOTEPO e aVTEG OV oyetiCovTal pe TV amobNKeLON KOl T HETAPOPA
dedopévav, £€tol Kat ot 000 avtég mpoavapepbeioeg texvoroyieg avtiuetomilovy TpofAnuate acealeiog Kot
WIOTIKOTNTAG GTN AELTOVPYIO TOVG. KOOGS TNG EPELVAG LLOG NTAV VO BEATIOGOVE Kot VO BEATIGTOTOGOVLLE TO
Omroto WIOTIKOTNTAG Kol GCQAAEWG OTN AELTOLPYID TOV TEYVOAOYIOV auTdV denydn pio épguva. Xt
dnpoctevpévn épeuvad pag* yivetar pio mpoomdfeln vo e&gtdoovpe Vv texvoloyia tov Meydiov Oykou
Agdopévav, dniadn tov Big Data, kot tng Yroloyiotikng Népovg, dniadn tov Cloud Computing, kabmg kot ta
Booud yopakTnplotiKd Tovg, eoTdalovios ota {NTHaTe ao@AAElg Kol TPOSTAGING TG WIOTIKOTNTOS Kol TOV
000 TEYVOLAOYIDV. XvyKeKpIéva, yivetar pio mPoomdfeln. va GLVOLACOLUE TN Agttovpyion TV  6v0
TPOAVOPEPDEVTMV TEYVOLOYLDV LE GKOTO VO OVOKOADWYOVUE KAl GTN GUVEXELD VO EEETAGOVLLE TO KKOWVA» TOVG
YOPOKTNPIOTIKA, OAAG KOl VO avakoADWovpe To 0@éAN mov oyetiCovtar pe Oépoto ac@dAelng Kotd v
gvomoinon TV teYVoAOyI®V ovtwv. Etol, ouvvoyiloviag to epevvnTikd otowxeion g €peuvag  pag,
napovataletor pa véo péBodo evog akyopifuov mov pmopei va ypnoiporondei yio ) Pedtioon g ac@dAsiog
tov Cloud Computing péom g xprong olyopibumv mov PmTopovy vo TapEyouy TEPIGCOTEPT TPOCTAGIN TNG
WBIOTIKOTNTAG KOl TNG AoPAAELNG 6T0 dedopéva Tov oyetilovtan e Vv teyvoloyia tov Big Data. Téloc, yivetal
L0 EPEVVNTIKY] TOPOVGIOCT OYETIKA UE TIS TPOKANCELG TNG evomoinong g texvoroyiag Big Data xat tng
teyvoloyiag Cloud Computing 6cov agopd 0 €mimedo TNg ACEAUAENG TOVG, UE OKOTO VO TOPUKIVIGOVUE
TEPLOGOTEPOVG EPEVVITES Y10, LEAAOVTIKEG EPEVVITIKEG LEAETES TAV® GTO GLYKEKPLUEVO EMGTNLOVIKO {Tnpa.
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Emotyuovikd Ileprodixag -Editorial- Guest Editor-Special Issue
[SCOPUS] [Web of Science - Clarivate Analytics] [Scholar]

EJ.2. Christos Stergiou and Konstantinos E Psannis, Special Issue "Secure Integration of 10T & Digital Twins"
(ISSN 2076-3417; CODEN: ASPCCY7), 2023

Dear Colleagues,

Digital Twin is a recently developed technique that offers more reliable results for novel and demanding
systems. The Digital Twins concept is most frequently used to better “predict” functionality through a virtual
model designed to accurately reflect a physical object. Through such a system, useful information could be
extracted about its reliability and its usage, as well as the degree of improvement of the existing system/object.

Current systems and their growth could be achieved in a more stable environment with the “help” of a parallel
system where their use could be evaluated. With the use of a virtual system model based on a Digital Twin
scenario, costs can also be cut considerably.

Thus, the importance of the Digital Twin concept is clear, though new challenges are arising in terms of security
and the privacy of the data produced, transmitted, and managed from Internet of Things systems. In most cases,
these data are referred to as Big Data due to their nature. Additionally, these types of systems are quite often
related to and coexist with cloud systems. Therefore, a need arises for further research in the field of integrated
systems that will provide more security and reliability.

The topics of interest include but are not limited to the following:
e Integration benefits of the Internet of Things and Digital Twins;
e  Security challenges of a Digital Twin system of loT-based cloud;
e Big Data secure management through a Digital Twin system;
e  Secure machine learning loT-based Big Data analytics in the cloud;
e Challenges and applications of loT-based Big Data in Digital Twins;
e  Security and privacy issues in Internet-of-Things-enabled systems in a Digital Twin scenario.

Dr. Christos L. Stergiou
Dr. Konstantinos E. Psannis
Guest Editors

EJ.1. Konstantinos E Psannis and Christos Stergiou, Application of Data Analytics in Smart Healthcare,
Applied Sciences (ISSN 2076-3417; CODEN: ASPCC7), 2022

Dear Colleagues,

In recent years, the rapid increase of digitalization and emerging technology appearing in the healthcare sector
has contributed to the improvement of patient care and attention. Various technologies, such as the Internet of
Medical Things (IoMT), wearable devices, a huge amount of healthcare data (eHealth Big Data), smart
monitoring systems, and machine learning data analysis systems are being generated in more formats than ever
before. Additionally, the scope and need of data analytics has become greater due to the rapid use of new
software and technologies that make it easier to examine large volumes of data for hidden details. All these
emerging technologies could be combined under the “management” of software solutions, that is, the smart
applications. Applications could include data analytics for preventing diseases by the early recognition of risks,
and tools recommending preventive plans. Moreover, another use of these applications is medical imaging,
wherein the algorithms efficiently interpret X-rays, MRIs, mammograms, and other types of images, helping in
the identification of patterns in the data and the detection of tumors and organ anomalies. Additionally, these
applications could represent the future of smart healthcare because they could be used for treating home-based



Yrnouvnuo Epyaoicwv — Xrepyiov Xpnorog

patients. The application of data analytics in remote in-home monitoring makes it easier for doctors to stay in
touch with patients.

e  Topics of interest include but are not limited to the following:

e  Smart Monitoring systems for healthcare;

e Health data collection and management in smart buildings;

e Internet of Things sensor management over a wireless network in smart buildings;

e  Machine learning medical big data analytics in the cloud;

e Internet of Things Sensor networks in artificial intelligence;

e  Machine learning with big data for smart healthcare;

e Big data for the Internet of Medical Things;

e Challenges and applications of big data in smart healthcare systems;

e  Security and privacy issues in Internet of Medical Things-enabled systems.

Prof. Dr. Konstantinos E. Psannis
Dr. Christos L. Stergiou
Guest Editors

Emortnuovika Ileprodixd ue kpiréc
[SCOPUS] [Thomson Reuters] [Researchgate.net] [Scholar]

J.16.16.C. L. Stergiou, A. P. Plageras, V. A. Memos, M. P. Koidou, K. E. Psannis, “Secure Monitoring
System for IoT Healthcare Data in the Cloud”, MDPI, Applied Sciences, vol. 14, issue: 1, December 2023.
[DOI:10.3390/app14010120]

Abstract — Even if the field of medicine has made great strides in recent years, infectious diseases caused by
novel viruses that damage the respiratory system continue to plague people all over the world. This type of virus
is very dangerous, especially for people who deal with serious long-term breathing problems, like triggering
asthma, pneumonia, or bronchitis infections. Thus, this paper demonstrates a new Secure Machine Learning
Monitoring System for a model for virus detection. Our proposed model makes use of 4 basic emerging
technologies, Internet of Things (10T), Wireless Sensor Networks (WSN), Cloud Computing (CC), and Machine
Learning (ML), to detect dangerous types of viruses that infect people or animals causing panic worldwide and
deregulating human daily life. The proposed system is a robust system that could be established in various
buildings, like hospitals, entertainment halls, universities, etc., and will provide accuracy, speed, and privacy for
data collected in the detection of viruses.

Hepinyn — AKOPA KL 0V 0 TOUENS TNG WTPLIKNG EYEL KAVEL peydda PriLoato To TeAeuTaio ¥povia, ot LOAVCUOTIKES
acBéveLEg TOV TPOKAAOVVTOL OO VEOLS 100G OV PAGTTOVY TO AVATVELGTIKO GOGTNA cvuveyilovv va pactifovy
Toug avBpmdmovg o€ OAo TOV KOGHO. AVLTOG 0 TOMOG 10V &gival TOAD EMKIVOLVOG, €OIKA Yo, GTOHO TTOV
AvTIHETOTILOVY coPapd HOKPOXPOVIL OVOTVELSTIKG TPOPAHaT, OT®MG AOmEES and dcbua, Tvevpovia i
Bpoyyitwda. 'Etor, avtd 10 €yypoa@o mopovctdalel éva VEO OGEOAES GUGTNUO TOPOKOAOVONONG HNYOVIKNAG
pébnong v éva povtédo aviyvevong wwv. To mpotewvopevo poviédo pag ypnotponotel 4 facikés avadvopeveg
texvoloyiee, T0 Aadiktvo Twv Tpayudtov (10T), o acdpuata diktva asOntipov (WSN), to Cloud Computing
(CC) xar T Mnyaviky Mabnon (ML), yia Tov eviomiopd emikivéuvoy TOnov 1V Tov poAbvouy avlpdmoug 1
{da TPOKAADVTOG TAVIKOG TOYKOOUIMG Kat amopvbon e avOpodmivng kadnuepvotmtoc. To mpotevopevo
ovotnua gival éva wyvpd cdotua mov Ba propovoe vo eykatactadel oe didpopa KTipla, 6T vocokopueia,
aifovoec yoyoyoylag, TOVEMGTANIO K.AT., kol Oa mapéyel akpifeia, TaydTNTO KOl ardppnTO Yo, To. dedOUEVOL
OV GLAAEYOVTOL Y10 TIV AVIXVELGT] LDV.

J.15. C. L. Stergiou, M. P. Koidou, K. E. Psannis, “loT-based Big Data secure transmission and management
over Cloud system: A Healthcare Digital Twin Scenario”, MDPI, Applied Sciences, vol. 13, issue: 16, August
2023. [DOI: 10.3390/app13169165]
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Abstract — The Internet of Things (loT) was introduced as a recently developed technology in the
telecommunications field. It is a network made up of real-world objects, things, and gadgets that are enabled by
sensors and software that can communicate data with one another. Systems for monitoring gather, exchange,
and process video and image data captured by sensors and cameras across a network. Furthermore, the novel
concept of Digital Twin offers new opportunities so that new proposed systems can work virtually, but without
differing in operation from a “real” system. This paper is a meticulous survey of the IoT and monitoring systems
to illustrate how their combination will improve certain types of Healthcare-loT Monitoring systems in the
Cloud. To achieve this goal, we discuss the 10T characteristics which improve the use of the types of monitoring
systems over a Multimedia Transmission System in the Cloud. The paper also discusses some technical
challenges of Multimedia in 10T, based on Healthcare data. Finally, it shows how the Mobile Cloud Computing
(MCC) technology, settled as base technology, enhances the 10T's functionality and has an impact on various
types of monitoring technology, and also it proposes an algorithm approach to transmitting and processing
video/image data through a Cloud-based Monitoring system. To gather pertinent data about the validity of our
proposal in a more safe and useful way we have implemented our proposal in a Digital Twin scenario of a Smart
Healthcare system. The operation of the suggested scenario as a Digital Twin scenario offers a more sustainable
and energy-efficient system and experimental findings ultimately demonstrate that the proposed system is more
reliable and secure. Experimental results show the impact of our proposed model depicts the efficiency of the
usage of a Cloud Management System operated over a Digital Twin scenario, using real-time large-scale data
produced from the connected 10T system. Through these scenarios, we can observe that our proposal remains
the best choice regardless of the time difference or energy load.

Hepilnwn — To Internet of Things (10T) elonydn ¢ po TPOGEOTO AVOTTUYUEVT TEXVOAOYIOL GTOV TOUEN TOV
memkowavidv. Eivar éva diktvo mov amoteleitanr omd avtikeipeva, mpdypata kot gadget tov mpoypatikon
KOGLLOV OV EVEPYOTOLOVVTOL OO AGONTNPEG KOl AOYIGHKO TOV UTOPOLV VO, EMKOWVOVOLV dedopéva HeETaEd
TOVG. ZUOTHUOTO TOPAKOAOVONGNG GUYKEVTIPMVOLV, avToAAdGoovY Kot ernefepydlovtar dedopéva Pivieo kot
EIKOVOV OV KATAYPAPOVTOL 0mtd auoONTApeg Ko KApEPES o€ £va diktvo. EmumAéov, n véa 18éa Ttov Digital Twin
TPOCPEPEL VEEG EVKALPIEG DOTE TOL VEN TPOTEWVOLEVE GUOTHLOTO VO, LITOPOVV VO AEITOVPYODV EKOVIKA, YOPIG
OUMG VO, SLLPEPOVY OTN AELTOLPYIO TTO EVOL «TTPOYUATIKO» GOOTNUE. AVTO TO £YYpPaQo €ival Lo GYOAUCTIKN
épevva tov 10T Kot Twv cuotnudtoy TopakolohOnong Yo va katadeibel g 0 cLVOVAGLOG TOVg Ba PelTiDoEL
0PI HEVOLE TOTOVG GLoTNUATOV TTapoakorovOnong Healthcare-10T oto Cloud. T va emtevydei avtdc 0 610)0C,
ov{ntépe o yopaktnploTikd tov 10T mov Bedtidvouy ) ¥pNon TOV THAOV GLOTNUATOY TaPUKOAOVONGNC oE
éva, Zootnuo Metadoong Iolvpéowv oto Cloud. H epyacio eéetdlel emiong opiopéveg teyvikéc mpokAnoelg
tov [olvpéowv oto 10T, pe Baon ta dedopéva g Yyeiog. Télog, deiyver mdg n texvoroyia Mobile Cloud
Computing (MCC), n omoia kabiepdbnke wg Pacikn texvoloyia, gvioyvel T Aettovpywcotnta tov 10T Kkt Eyet
avTiKTUTO ©g OuPOPOVG TOTOVG TEYVOAOYiG TopakoloLONGONG, KOl €mioNG TPOTEIVEL IO TPOGEYYIoN
alyopiBpov ywr T petddoon wor v emefepyocio dedopévav Pivteo/ewdvog HECH v GUOTNLO
mapakorovdnong mov Poaciletar o ovvvepo. e va cvykevipdoovpe oYeTikd dedopévo OYXETIKE pe TNV
€YKVPOTNTO TNG TPOTACNG HOG HE TO OGPUAY Kol YPCILO TPOTO, £PUPUOGOUE TNV TPOTACYT LOG GE €val
yneko didvupuo cevaplo evog cvotiuotog Smart Healthcare. H Agitovpyio tov mpotevopuevov cevopiov og
YNELoKov kol Gevapiov TPocPEpPEL £va o PIOGYLO Kol EVEPYELNKA OTOSOTIKO GUGTNLO KOL TO, TEWPULLOTIKA
EVPNLOTO KOTASEIKVOOUY TEAKA OTL TO TPOTEWOUEVO ovoTnue gival mo a&omoto Kot ac@orés. Tao
TEPAUATIKE  OTOTEAECUOTO OElYVOUV OTL O OVTIKTUTOG TOL TPOTEWOUEVOL HOVTELOL amekovilel v
AmOTELEGHATIKOTNTO TNG ¥PNoNG VoG Zvotiuatog Awayeipiong Cloud mov Aertovpyei oe éva oevapro Digital
Twin, ypnoyonolidvtag 6£30puéve LEYAANG KMUOKOG O TPUYUATIKO XPOVO TOV TapEyovVTol amd TO GLVIESEUEVO
ovotuo 10T. Méoa amd avtd ta GevAple, PTOPOVIE VO TOPATNPHGOVUE OTL 1| TPOTACT HOG TOPOUEVEL 1|
KaADTEPN emhoyn aveEapTnTa amd T S0POopPa MPUS 1] TO EVEPYELOKO POPTIO.

J.14. G. M. Minopoulos, V. A. Memos, K. D. Stergiou, C. L. Stergiou, K. E. Psannis, “A Medical Image
Visualization Technique Assisted with Al-based Haptic Feedback for Robotic Surgery and Healthcare”, MDPI,
Applied Sciences, vol. 13, issue: 6, March 2023. [DOI: 10.3390/app13063592]



Yrnouvnuo Epyaoicwv — Xrepyiov Xpnorog

Abstract — A lesson learned during the pandemic is that social distancing saves lives. As it was shown recently,
the healthcare industry is structured in a way that cannot protect medical staff from possible infectious diseases,
such as COVID-19. Today’s healthcare services seem anachronistic and not convenient for both doctors and
patients. Although there have been several advances in recent years, especially in developed countries, the need
for a holistic change is imperative. Evidently, future technologies should be introduced in the health sector,
where Virtual Reality, Augmented Reality, Artificial Intelligence, and Tactile Internet can have vast
applications. Thus, the healthcare industry could take advantage of the great evolution of pervasive computing.
In this paper, we point out the challenges from the current visualization techniques and present a novel
visualization technique assisted with haptics which is enhanced with artificial intelligent algorithms in order to
offer remote patient examination and treatment through robotics. Such an approach provides a more detailed
method of medical image data visualization and eliminates the possibility of diseases spreading, while reducing
the workload of the medical staff.

Hepiinyn —Eva pabnpo mov aviindnke kotd ) didpketo e mavonpiog eivol 4t 1 Kowmviky orndotacn odlet
{owéc. Onmwg amodeiydnke npdopata, o KAAdOG TG VYEOVOUIK)G TepiBaiyng eivar dounpévog pe Tpdmo mov dev
pmopel va TpooTaTedoeL TO WTPKO TPoooTkd and mbavig polvopatikéc achiveieg, omog o COVID-19. O
ONUEPVEG LINPECIEG VYEWOVOUIKNG TEPIBOAYMG QaivOVTOL OVOYPOVIOTIKEG KOl OKOTAAANAES TOGO Yo TOVG
YITPOVG OGO Kol Yo Tovg acBeveic. Av Kot £xovv onueiwbel apketés eEelifelg ta Tedgvtain ypovia, Wdtaitepa
OTIS OVETTUYUEVEG YDPES, N OVAYKN Yo o, OMOTIKY aAlayn givar emtoktiky. [Ipoeoavdg, ot pelhoviikég
teyvoroYieg Ba mpémel vo eloayBovv otov Topén g vyeiag, 6mov N Ewovikn paypotikdmra, 1 Exavénuévn
Ipaypaticotnta, n Texyvnt Nonpoohvn kot 10 ATtikd Awdiktvo Pmopodv vo EX0VV TEPACTIEG EQPAPUOYES.
"Eto1, 0 KAG00¢ TG vyglovopukng mtepiBoiyng Bo propodoe va enweeindei amd ™ peydin eEEMEN g dudv g
TANPOPOPIKNG. XE QLTI TNV €PYACTN, ENONUOIVOVUE TIG TPOKANGCELS Amd TIC TPEXOVGES TEXVIKEG OMTIKOTOINONG
Kot mopovotdlovpe pol véa TEXVIKY ONTIKOTOiNong vrofonfovpevn amd amntikd, 1 omoilo evioyDetar pe
TEYVNTOVG €VQVEIG OAyOPIOLOVG TPOKEEVOL VO TPOCOEPEL €5 amootdoews eEétaon kot Oepameio achevmv
péo® NG POUTOTIKNG. Mia Té€Tola mpooéyyion mapéyet o mo Asmtopepn néBodo omtikomoinong dedopévav
WTPIKAV €KOVOV Kol e&aleipel v mhavomTo eEATA®ONG AGHEVEIDY, EVD LEIDOVEL TOV (OPTO EPYAGING TOL
0TPIKOV TPOGMILIKOV.

J.13. C. L. Stergiou, E. Bompoli, K. E. Psannis, “Security & privacy issues in IoT-based Big Data Cloud
systems in a Digital Twin scenario”, MDPI, Applied Sciences, vol. 13, issue: 2, January 2023. [DOI:
10.3390/app13020758]

Abstract — Due to its unique type of services, Cloud Computing could operate as a “base technology” for other
technologies; this attracts researchers to develop sustainable Cloud systems. It is a new generation of services
that offers an opportunity for users to access and manage their information, applications, and data regardless of
place and time. Nevertheless, there is a type of service that can include large amounts of data, called Big Data,
and it consists of the rapid use of the Internet of Things (10T) to produce large data sets. In this work, initially,
we present Cloud Computing (CC) and Big Data (BD) exported from loT, focusing on the security and
management challenges of both. Notably, we combine the two aforementioned technologies to examine their
related characteristics and discover new perspectives and opportunities for their integration and to achieve a
sustainable environment called a Digital Twin scenario. Subsequently, we present how Cloud Computing
contributes to loT-based Big Data, aiming to fill a scientific gap in the sector of their integration regarding
security and privacy. Finally, we additionally survey the security challenges of the integrated model of BD and
CC and then propose a novel security algorithm for sustainable Cloud systems in a Digital Twin scenario. The
experimental results presented are based on the use of the encryption algorithms AES, RC5, and RSA, and our
proposed model extends the advances of CC and loT-based BD, offering a highly novel and scalable service
platform to achieve better privacy and security services.

Hepilnyn — Adyo Tov povadikol Tonov vanpesidv tov, To Cloud Computing Ba umopolce va Aeltovpynoel wg
«teyvohoyio Pdongy yio dAdec TeYvoAoyiec. AVTO TPOGEAKDEL EPELVNTEG VO OVOTTOEOVY PIOGILO. GUGTHLLATOL
Cloud. Eivot pia véa yevid vanpecidv Tov TPOGPEPEL GTOVE YPYOTEG TNV evkalpio vo &xovv mpocPacn Kol va.
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Swyepifovtat T TANPOPOPIES, TIG EQUPHOYES KOt TO dESOUEVE TOVG aveEOPTHTMOG TOTOV Kat ¥povov. Qotdco,
VIAPYEL EVOG TOTOG VATPESTAG OV PIopel Vo TephapPavel peydiec mocdtnteg dedopévmv, Tov ovopudleton Big
Data, kot amoteleitan and v tayeio xpnon tov Awadiktvov tov [paypdtov (10T) yio v napayoyn peydrov
oLVVOLOV dedopévav. Zg auThV TV gpyooia, apyikd, tapovotdlovue to Cloud Computing (CC) kou ta Big Data
(BD) mov &&dyovtor amd 1o 10T, eotidloviag otic TpokAfoel acedAelng Kol dwoyeipiong Kot twv dvo.
Yvykekpipéva, ovvdvaloope T dVvo  mpoavoeepbeiceg Teyvoloylec Y vo  €EETCOVHE TO  GYETIKA
YOPOUKTNPLOTIKA TOVG KoL VO OVOKOADWOVLE VEES TPOOTTIKES KOl EVKOLPIES Y10 TNV EVOOUATMGT TOVG KOt Yol VOl
gmroyovpe éva Prdoyo nepBdilov mov ovopudletar Digital Twin cevapilo. Xt cuvéyeln, TapoLCIALOVUE THG
1o Cloud Computing cuufdiier ota Meydha Agdopéva mov Pacilovioar oto 10T, pe 61630 va kaddyel Eva
EMOTNIOVIKO KEVO GTOV TOMED TNG EVOOUATM®ONG TOVG OGOV apopd TV ac@Aiela Kot To amoppnto. TEhog,
egetalovpe emmpocheta Tig TPOKANGELG AoPaAEing Tov oAokANpopévoy povtédov BD kot CC kot otn cuvéyeia
npoteivovpe Evav véo alyopluo aceareiog yo frboa cvotiuate Cloud og éva ogvapio Digital Twin. Ta
TEPULOTIKG ATOTEAEG AT TTOV TTopovctdfovtat Pacilovtal otn xpion TV aiyopibuwv kpurtoypdaenong AES,
RCS5 kot RSA kot to mpotevopevo HovTélo pag emekteivel Tig Tpoodovg Tov BD mov Paciletar og CC kot 0T,
TPOCPEPOVTOG Lo eEOIPETIKA VEOL KOl EMEKTAGIUN TANTQOPUE VANPECIOV Yol TNV EMTELEN KAADTEP®V
VANPECIOV ATOPPTTOV KOl ACPIAELOS .

J.12. K. D. Stergiou, G. M. Minopoulos, V. A. Memos, C. L. Stergiou, M. P. Koidou, K. E. Psannis, “A
Machine Learning-based Model for Epidemic Forecasting and Faster Drug Discovery”, MDPI, Applied
Sciences, vol. 12, issue: 21, October 2022. [DOI: 10.3390/app122110766]

Abstract — Today, healthcare system models should have high accuracy and sensitivity so that patients do not
have a misdiagnosis. For this reason, sufficient knowledge of the area is required, with the medical staff being
able to validate the correctness of this decision. Therefore, Artificial Intelli-gence (Al) in combination with
other emerging technologies could provide many benefits in the medical sector. In this paper, we demonstrate
the combination of Internet of Things (IoT) and Cloud Computing (CC) with Al-related techniques like
Acrtificial Intelligence (Al), Machine Learning (ML), Deep Learning (DL), and Neural Networks (NN) in order
to provide a useful ap-proach for scientists and doctors. Our proposed model makes use of these immersive
technologies so as to provide epidemic forecasting and acceleration in drugs and antibiotics discovery.

Hepinyn — THUEPO, TO. LOVTEAN GLGTIUAT®V VYEIOVORIKNG TtEpiBalyng Ba mpémel va £xouv vynAn axpifeto Kot
evailctnoia, dote o1 acbeveic va unv égovv AdBog didyvmon. o to Adyo avtd amatteital EXapKNg YVOON TG
TEPLOYNG, LE TO LOTPIKO TPOCMTIKO VO UTOPEL VO EXKVPAOGEL TNV 0pOOTNTO TNG UTOPAoTG VTG, QG €K TOVTOV,
n Teyvnt Nonpoovvn (Al) oe cvvdvacud pe dAleg avadvopeves teyvoroyies Bo pmopodoe vo TPoceEpeL
TOAAG OQEAN OTOV 10TPKO TOUEN. Xe ovTd TO ApBpo, emdekviovpe TOV GLVOLOCUO TOV ASIKTOOV TMV
mpoypdtov (10T) kot Tov Yroloywotikov Népovg (CC) e texvikég mov oyetilovtat [e TV TEXVNT VONLOGUVY,
onwg n Teyvnty Nonpoovvn (Al), 1 Mnyoaviky Mdadnon (ML), n Babid Mdabnon (DL) kot ta Nevpovikd
Aiktoo. (NN). ) mpokewévov vo Top€yetol pio XPHOWN TPOGEYYION YO EMOTNHHOVES Kot ywoTpovs. To
TPOTEWVOUEVO WHOVTEALD pog ypnoyomotel avtég Tig euPubioticég teyvoroyieg dote va mapéyel npoPreyn
eMONUIOG Kol ETLTAYLVON GTNV OVOKAALYT QAPHLAK®OV KO AVTIBLOTIK®V.

J.11. Christos L. Stergiou, Kostas E. Psannis, “Digital Twin Intelligent System for Industrial Internet of
Things-based Big Data Management and Analysis in Cloud Environments”, Elsevier, Virtual Reality &
Intelligent Hardware, vol. 4, issue: 4, pp. 279-291, August 2022. [DOI: 10.1016/j.vrih.2022.05.003]

Abstract — This work initially surveys and illustrates the multiple open challenges in the field of industrial 10T -
based Big Data management and analysis in Cloud environments. Challenges arise from fields of Machine
Learning in the Cloud infrastructures, A.l. techniques of Big Data Analytics in the Cloud environments, and
Federated Learning Cloud systems try to be clarified. Additionally, Reinforcement Learning is a novel
technique that allows large data centers such as Cloud data centers to affect a more energy-efficient resource
allocation. Moreover, we propose an architecture that tries to combine the features offered by several Cloud
Providers to emerge and achieve an Energy-Efficient industrial loT-based Big Data Management Framework
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(EEIBDM) established outside of every user, in Cloud. loT data could be integrated with techniques such as
Reinforcement and Federated Learning to achieve a Digital Twin scenario, for the virtual representation of
industrial loT-based Big Data of machines and rooms temperatures. Furthermore, we propose an algorithm for
delivering the energy consumption of the infrastructure through the evaluation of the EEIBDM framework.
Finally, some future directions as an expansion of our research are illustrated.

Hepiinyn — Avt 1 epyocio apyd epeuvd Kot ameucovilel Tig TOAATAEG AVOLYTEG TPOKANGELS GTOV TOUEN TNG
Sayeiplong kot avalvong Big Data mov Baocilerar oto Propnyavikd 10T og nepifdirovto Cloud. Ot mpoxinoelg
TPOKVHTTOLY amd Tedion Mnyavikig Mabnong otig vrodopég Cloud, A.l. O teyvikég Tov Big Data Analytics ota
nepipariovta Cloud xor ta cvotiuota Opoomovéwkng Mdadnong Cloud mpoomafoldv vo devkpivioTovy.
Emumdéov, n Evioyvtikn pdbnon eivor pio véo (ViKY TOL EMTPENEL 0 PeYAAa KEVTPO, dEdOUEVOVY, OTTMOG TA
kévipo dedouévav Cloud, va emnpedlovv pio mo evepyslokd amodoTiky katavoun mopwv. EmumAéov,
TPOTEIVOVE [0, OPYLTEKTOVIKT) TOL TPocomafel Vo GUVOVAGEL TO YOPOKTNPIGTIKG 7OV TPOCREPOVTAL AT
apketovg [apoyovg Cloud yio va avadvbei kat vo emrdyel éva Evepyeglokd Amodoticd Propunyovikod ITiaicio
Awyeipiong Meydiov Agdopévav (EEIBDM) mov Baciletar oto 10T, gykatesmnuévo ektdg kabe xpnotn, 61o
Cloud. Ta dedopéva 10T Ba propovoav va evoopotmbodv pe teyvikég 0mwg 1 Evioyvon kot n Opoomovéwxy
Mabnon yio v enitevén evoc cevapiov Digital Twin, yo v ewovikn avarapdotacn Big Data mov Bacileton
oe Popunyavico 10T ya tig Beppoxpacieg unyavov kot dopatiov. Emmiéov, npoteivovpe Evav alydpibpo yu
TNV TOPOYT TNG EVEPYELOKNG KATAVAAMGNG TNG VITOdOUNG HEG® TG 0&loAdyNong Tov TAaiciov EEIBDM. Té)log,
TapovctalovTol 0pIoHEVES LEAALOVTIKEG KOTEVOVVGEIC MG EMEKTAGT TNG EPEVVAC LAG.

J.10. G. M. Minopoulos, V. A. Memos, C. L. Stergiou, K. D. Stergiou, A. P. Plageras, M. P. Koidou, K. E.
Psannis, “Exploitation of Emerging Technologies and Advanced Networks for a Smart Healthcare System”,
MDPI, Applied Sciences, vol. 12, issue: 12, June 2022. [DOI: 10.3390/app12125859]

Abstract — Current medical methods still confront numerous limitations and barriers to detect and fight against
illnesses and disorders. The introduction of emerging technologies in the healthcare industry is anticipated to
enable novel medical techniques for an efficient and effective smart healthcare system. Internet of Things (loT),
Wireless Sensor Networks (WSN), Big Data Analytics (BDA), Cloud Computing (CC) can play a vital role in
the instant detection of illnesses, diseases, viruses, or disorders. Complicated techniques like Artificial
Intelligence (Al), Machine Learning (ML), and Deep Learning (DL) could provide acceleration in drug and
antibiotics discovery. Moreover, the integration of visualization techniques like Virtual Reality (VR),
Augmented Reality (AR), and Mixed Reality (MR) with Tactile Internet (TI), can be applied from the medical
staff to provide the most accurate diagnosis and treatment for the patients. A novel system architecture, which
combines several future technologies, is proposed in this paper. The objective is to describe the integration of a
mixture of emerging technologies in assistance with advanced networks to provide a smart healthcare system
that may be established in hospitals or medical centers. Such a system will be able to deliver immediate and
accurate data to the medical stuff in order to aim them in order to provide precise patient diagnosis and
treatment.

Lepiinyn — O1 tpéyovoeg 1atpkég nEBodot e&akorovBodv vor avTipnet®milovv TOAVAPIOUOVE TEPLOPIGUOVG KO
EUTOJI0L YI0. TOV EVIOMIGUO KOl TNV KATOTOAEUNOT acfeveidv kot datapoywv. H goaywnyn oavadvopevov
TEYVOLOYIDV GTOV KAASO TNG VYEIOVOUIKNG TEPIOOAYNG AVAUEVETOL VO EMITPEYEL VEEG 1OTPIKES TEYVIKESG YOl EVOL
OTOTEAEGHATIKO KOt OTOTELEGUATIKO £EVTvO choTLLa LYElovokng mepiBaiyng. To Internet of Things (10T), ta
acvppato diktva aeOnmpav (WSN), ta Big Data Analytics (BDA), to Cloud Computing (CC) pmopodv va
dwdpapaticovv {oTikd pOLO GTOV GUEGO EVTOTMIGUO 00BeveEIDY, aobeveldy, v 1 datapaymv. [Toddvmhokeg
teyvikés omwg n Teyvnty Nonmpooovn (Al), 1 Mnyovikn Mdabnon (ML) kot 1 Babuh Mdabnon (DL) 6a
UTOPOVoOV VO ETLTOYVVOLV TNV OVOKOADYN QOpLAK®V Kot avtiotikdv. Emmiéov, n evomoinon teyvikdv
omtikomoinong 6mwg 1 ewoviky wpoaypotikoétnta (VR), n emavénuévn mpaypatikdomrta (AR) kol n k)
apoaypotikotnto (MR) pe Antikd Awadiktvo (TI), umopei va epappootel and 10 10Tptkd TPOSHOTIKO Yo, TV
Tapoy” TS o akplPovg didyvoong kot Bepomeiog Yo acbeveic. Mo vEa apyITEKTOVIKT] GLGTHILOTOG, 1| OTTOi0
oLuVOLALEL aPKETEG LEAAOVTIKES TEYVOAOYIES, TPOTEIVETAL GE AT TNV gpyacia. O aTtdY0G eivon va Teptypapel N
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evomoinon evog UElYHOTOG avadLOUEV@V TEYVOAOYIOV o Pondeta pe mponypéve SikToo Yo, TNV Topoyn €VOG
¢EVTVOVL GLOTNLOITOG VYELOVOUIKNG TTepiBaiyme Tov umopel vo eykotactabel 6 vosoKoueio 1 10TpIKa KEVTPO.
"Eva tétoto ocvatnpo 6o pmopei vo mapéyel apeco kot akpipn 6£do0Uéva 6TO 1TPIKO TPOCHOTIKO TPOKEYEVOL VO,
T GTOYEVOEL MOTE Va. TapEYeL akpiPn dtbryvmon kot Oepaneia Tov acOevos.

J.9. Stergiou, C. L., Psannis, K. E., Gupta, B. B. (2022). InFeMo: Flexible Big Data Management Through a
Federated Cloud System. In ACM Transactions on Internet Technology (Vol. 22, Issue 2, pp. 1-22).
Association for Computing Machinery (ACM). https://doi.org/10.1145/3426972

Abstract - This paper introduces and describes a novel architecture scenario based on Cloud Computing and
counts on the innovative model of Federated Learning. The proposed model is named Integrated Federated
Model, with the acronym InFeMo. InFeMo incorporates all the existing Cloud models with a federated learning
scenario, as well as other related technologies that may have integrated use with each other, offering a novel
integrated scenario. In addition to this, the proposed model is motivated to deliver a more energy efficient
system architecture and environment for the users, which aims to the scope of data management. Also, by
applying the InFeMo the user would have less waiting time in every procedure queue. The proposed system was
built on the resources made available by Cloud Service Providers (CSPs) and by using the PaaS (Platform as a
Service) model, in order to be able to handle user requests better and faster. This research tries to fill a scientific
gap in the field of federated Cloud systems. Thus, taking advantage of the existing scenarios of FedAvg and
CO-OP, we were keen to end up with a new federated scenario that merges these two algorithms, and aiming for
a more efficient model that is able to select, depending on the occasion, if it “trains” the model locally in client
or globally in server.

Hepilnwn - Avtd 10 GpOpo ecdyel Ko TEPLypaPel £va vEO apyltektovikd oevaplo mov Pacileton oto Cloud
Computing ka1 Bacileton oto kavotdépo poviého g Opoomovdiaknig Mabnong. To TPOTEIVOUEVO HOVTELD
ovopaletar Integrated Federated Model, pe to axpwvouo InFeMo. To InFeMo evoopatdvel OAa ta vdpyovia
povtéda Cloud pe éva opoomovdiokd cevaplo ekpddnong, kabmg kot GAleg oyetikéc teyvoloyieg mov pmopel vo.
€youv evoopaTopévn ypnon Hetald tovg, mpooeépovtag £va vEo oAoxkAnpouévo ceviplo. EmumAéov, To
TPOTEWVOLEVO LOVTELO £XEL MG KIVIITPO VO TPOGPEPEL LI TTLO EVEPYELOKE ATOSOTIKY| OPYLTEKTOVIKT] GUGTHLLOTOG
Kot TePPAALoOV Yo TOVG YPNOTEG, TO Omoio oToYeVEL oTo Tedio g dwyeipiong dedopévov. Emiong, pe v
epappoyn tov INFeMo o ypriotg Ba eiye Atydtepo ypdvo avapovig o kibe ovpd dwadikaciog. To Tpotevopevo
obotnuo Poaciotnke otovg moOpovg mov SwtiBevron amd tovg Iapdyovg Yanpeowdv Cloud (CSP) ko
xpnoonowd@vag to poviého PaaS (IThateodpua og Yanpesio), mpokeévon v propel va xepiletor kaAvtepa
Kot ypNyopdTEPQ T OITAIOTO TOV XPNOTOV. AVTH 1] £pgVVe TPOSTAdEl Vo KOADYEL EVOL ETIGTIHOVIKO KEVO GTOV
Topéd TV opoonovdlak®y cvotnudtev Cloud. ‘Etot, expuetadlevduevor o vrdpyovto cevapio tov FedAvg kot
tov CO-OP, Béhape va katain&ovpe o€ €va vEO OUOCTOVILOKO GEVAPLO TOL GLYYMVEDEL BLTOVG TOVG dVO
aAyop1Bpovg Kot oToyedovTag 6 VOl O OTOTEAECUATIKO HOVTEAO OV UTmopel va. emAEEel, avaloyo pe ™V
neplotaon, ebv «eKTOISEVEY TO LOVTELO TOTIKG GTOV TEAGTN 1 KAOOAKA GTOV S10KOULOTY.

J.8. C. L. Stergiou, K. E. Psannis and B. B. Gupta, "loT-Based Big Data Secure Management in the Fog Over a
6G Wireless Network," in IEEE Internet of Things Journal, vol. 8, no. 7, pp. 5164-5171, 1 Aprill, 2021, doi:
10.1109/J10T.2020.3033131

Abstract - This work proposes an innovative infrastructure of secure scenario which operates in a wireless-
mobile 6G network for managing Big Data on Smart Buildings. Count on the rapid growth of
telecommunication field new challenges arise. Furthermore, a new type of wireless network infrastructure, the
sixth generation (6G), provides all the benefits of its past versions and also improves some issues which its
predecessors had. In addition, relative technologies to the telecommunications filed, such as loT, Cloud
Computing and Edge Computing, can operate through a 6G wireless network. Take into account all these, we
propose a scenario that try to combine the functions of the Internet of Things with Cloud Computing, Edge
Computing and Big Data in order to achieve a Smart and Secure environment. The major purpose of this work is
to create a novel and secure Cache Decision System in a wireless network that operates over a Smart Building,
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which will offer the users safer and efficient environment for browsing the internet, sharing and managing large-
scale data in the fog. This CDS consisted of two types of servers, one Cloud Server and one Edge Server. In
order to come up with our proposal, we study related cache scenarios systems which are listed, presented, and
compared in this work.

Hepiinyn - Avtq M gpyacio mpoteivel ol KOWOTOHO VTOSOUT ac@oAoDS cevapiov mov Aettovpyel ce éva
acvppato-Kvntod diktvo 6G yua ) dayeipion Big Data o 'E€vnva Kripuo. Baoioteite oty tayeio avamtoén
TOV TOLEN TV TNAETIKOWVOVIDV, TPOKVITOVV VEES TPOKANGEIS. EmmAéov, évac vEog TOTOG vTodouns acHpLOTOL
SkToov, M kN yevid (6G), mopéxel OAO TO. TAEOVEKTILOTO TOV TPONYOVUEVAV EKOOGEMV TOL KOl ETIONG
Bektidver opiopéva mpoPAnpata wov giyav ot mpokdtoyoi tov. EmimAéov, oi oyetikég teyvoloyieg TtV
MAETIKOWOVIOV OV £)0vV vtofAndei, 6nwg to 10T, to Cloud Computing kot to Edge Computing, umopodv va
Aertovpyohv pécw evog acOppraTov diktvov 6G. Aapupdavovtag vroyn Ao oVTE, TPOTEIVOVUE £VA GEVAPLO TTOV
npoornadel va cuvdvdoel T Aettovpyieg Tov Awdiktoov Tev mpaypdtov pe to Cloud Computing, to Edge
Computing ko to Big Data mpoxepévou va emtevyfet Eva 'E&umvo ko Acporég mepipdirov. O kbprog 6komdg
VTG NG epyaciag eival va dnpovpynoet éva véo kat acporés Thotmpo Atopdcemv Cache og éva acHpparto
diktvo mov Aettovpyel oe éva E&uvmvo Ktiplo, 10 omoio o mpoceépel otovg Xpnoteg ao@OAECTEPO Kot
OTOTEAEGLATIKO TEPIPAAAOV Yio TEpMIyNon o10 S10dikTvo, KON Ypromn Kot dlayeipion dedopévav peyding
KAlpokag oto opiyAn. Avtd to CDS amotelovvtav amd dvo tHmovg dtakopiotdv, évav dwkopotn Cloud kot
évav dakouioty Edge. TIpokewévov vo kotolnovpe oTny mPOTAGH HOC, MEAETGUE OYETIKO GCLOTHLOTA
GEVapiov KpLENG LVNUNG Ta otoia Tapatifevtat, mapovoldlovtol Kot cLYKPIVOVTaL GE QVTHY TV €pYacia.

J.7. Christos Stergiou, Kostas E. Psannis, B. B. Gupta, “Security, Privacy & Efficiency of Sustainable Cloud
Computing for Big Data & IoT”, Elsevier, Sustainable Computing, Informatics and Systems, vol. 19, pp. 174-
184, September 2018. [DOI: 10.1016/j.suscom.2018.06.003]

Abstract - With the significant advances in communication technologies and in many other sectors, also are
growing up security and privacy issues. In our research, is introduced a base technology called Cloud
Computing (CC) to operate with the Big Data (BD). CC is a technology which refers to the processing power of
data in the fog, providing more “green” computational and sustainable computing. Since it is a recently
investigated technology, it has many gaps in security and privacy. So, in this paper, we proposed a hew system
for Cloud Computing integrated with Internet of Things as a base scenario for Big Data. Moreover, we tried to
establish an architecture relaying on the security of the network in order to improve the security issues. A
solution proposed is installing a security “wall” between the Cloud Server and the Internet, with the aim to
eliminate the privacy and security issues. As a result, we consider that CC deals more efficient with the privacy
issue of bits transferred through time. Through our proposed system, the interaction and cooperation between
things and objects communicate through the wireless networks in order to fulfil the objective set to them as a
combined entity. Regarding the major goal of our research, which is the security, a sort survey of 10T and CC
presented, with a focus on the security issues of both technologies. In addition to this, we try present the security
challenges of the integration of 10T and Cloud Computing with the aim to provide an architecture relaying on
the security of the network in order to improve their security issues. Finally, we realize that through our study
Cloud Computing could offer a more “green” and efficient fog environment for sustainable computing
scenarios.

Hepiinyn - Mg ™ ONUOVTIK TPOOOO TOV TEYVOAOYIDV EMKOWOVIOG Kol G TOAAODG GAAOVG TOEIG,
AVOTTOGGOVTOL OELOTO TOV EUTIMTOVY GTNV OCPAAELN KOL TV TPOCTUGIH TNG WIOTIKOTNTAG. TNV EPEVLVA LLOG,
glodyetanl o teyvoroyion Pdong mov ovopdletar Yrmoloyotiky Népovg (Cloud Computing - CC) y va
Aertovpynoer pe 1o Agdopéva Meyddng Khipaxag (Big Data - BD). H Ymohoyiotikry Népovg givar pia
TeYVOLOYiD TOV OvaPEPETAL OTNV oYL EMeEepynoiog TV ded0UEVOV OTO «GOVVEPO», TOPEXOVIOS TEPLOCOTEPT
«mphowy VIOAOYISTIKY 1oY0 kot «Pubouny» vroloyiotdtnto, (Sustainable computing). Aedopévov ot
TPOKELTOL Y10. 10 TEYVOAOYIO TOV TPOGPATA OVOKAAVPONKE, XL TOAAG KEVAL OTNV ACPAAELD KO TNV TPOCTUGIOL
¢ Wwtikdtras. 'Etol, oe avt) v epyocia, mpoteivovue éva véo ocvotnuo Ymoloylotikng Népovg mov
evomoteitan pe 1o Awdiktvo tov Avtikeipévov (Internet of Things) wg cevapio Bdong yio ta Asdopéva
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Meydaing Kiipoxkog. EmmAiéov, yivetar o mpoomdOeio. vo OMUOVPYHGOLE [0 OPYITEKTOVIKT) TTOL VO
ompiletar oTNV 0oEAAELD TOV SIKTVOV, TPOKEWEVOL Vo, BeATIBOOV Ta BEpata acpaieiog mov vapyovv. Mia
TPOTEWVOUEVT] AVON €ival 1 gyKotdotoon evog "teiyovg” aceoleiog peta&d tov Atokopiot| YTOAOYIGTIKNG
Népovg kat Tov Awdiuctoov (Internet), pe otdyo v e&dretyn TV TPOPANULATOV OIOTIKOTNTOS KOl ACOAAELNG.
Q¢ anotérecpa, Oempovpe 6t M Yrohoyiotikn NEpovs aoyoreital meptocdTepo e To LTI TG WOOTIKOTNTOG
tov bits mov petapépoviar oty TEPOdo Tov YXPOVoL. MECH TOL TPOTEWOUEVOL GULGTAUOTOS HAG, T
aAnemidpaon kot n cvvepyacio LETAED OVIIKEWEVOV OV EMKOWEOVODV HECH TMOV OGVPLATOV SIKTO®V,
TPOKELEVOV VO EKTANPAOCOVV TOV GTOYO OV TOVS £XEL OptoTel WG cuvdvacuévn ovtdmta. Ocov apopd Tov
KOpLo 6TOYO TG EPEVVAG aG, 0 0moiog gival 1 acedrela, mapovataletol po PiAOYPapIKn HEAETN GYETIKA |
70 A0dikTV0 TOV AVTIKEWEVOVY Kal TV YToloyloTikr] NEpovg, pe éupacn ota (NTHLoTo aoPAAElog Kot TV
600 ovtdv teyvoroydy. Extdg and ovtd, mpoomabode Vo TaPOVCIAGOVUE TIG TPOKANGES OCQAAELNSG TNG
EVOMUATOONG TOL AdIKTVOV TOV AVTIKEWWEVOVY Kl TG YTOAOYIGTIKNG NEQOUS, He OTOYO VO TOPEYOVLE Lo
apyltektovikn mov Bo ompiletor otV ac@dAelo. Tov SkTHOV, TPOKEWEVOL va PeATiwbodv ta {ntiuoarta
acpdrelnc. Téhog, ocvveldnromolovpe OTL péow TG HEAETNS NG YmoAoylotikng Néeovg pmopolue va
TPOCPEPOVIE €va TO  «TPACIVO» KOl OTOTEAECUOTIKO TEPPAAAOV  «GLVVEQPOL» Yo Pirdolpua cevipla
VIOAOYIGTIKOTNTOG.

J.6. Kostas E, Psannis, Christos Stergiou, and B. B. Gupta, “Advanced Media-based Smart Big Data on
Intelligent Cloud Systems”, IEEE Transaction on Sustainable Computing, vol. 4, Issue: 1, pp. 77-87, January-
March 2019. [DOI: 10.1109/TSUSC.2018.2817043] http://ieeexplore.ieee.org/document/8320864/

Abstract - Today’s advanced media technology preaches an enthralling time that will enormously bear on daily
life. Moreover the rapid raise of wireless communications and networking will ultimately bring advanced media
to our lives anytime, anywhere, and on any device. According to National Institute of Standards and Technology
(NIST), Cloud Computing (CC) is a scheme for enabling convenient, on-demand network access to a shared
pool of configurable computing pores (for example networks, applications, storage, servers and services) which
could be promptly foresighted and delivered with minimal management effort or service provider interaction.
This paper proposed an efficient algorithm for advanced scalable Media-based Smart Big Data (3D, Ultra HD)
on Intelligent Cloud Computing systems. The proposed encoding algorithm outperforms the conventional
HEVC standard which demonstrated by the performance evaluations. In order to ratify the proposed approach in
addition, a relative study has been carried out. The proposed method could be used and integrated into HEVC,
as a Smart Big Data, without violating the standard.

Hepilnwn - H onuepwvn mponyupévn teyvoroyin tov moivuéowv (media technology) dwaknpiccer évav
oLVOPTACTIKO YpOvo mov Ba Pépet TepdoTior onpocio oty kabnuepwvn (on. Emmiéov, n tayeia avénon tov
ACUPULOTOV EMKOWVAOVIOV Kol dIKTOmonG Bo @épel tedikd mponyuéva mohlvpéco otig (mEG pag omoladmoTe
OTLYUN, OTOLONTOTE KOl GE OMOWONTOTE GLOKELY. XOpemve pe 10 EbBvikd Ivotitodto Ilpotvmev kot
Teyvoloyiag (National Institute of Standards and Technology - NIST), 1 texvoloyia thg YmoAoyiotikig Népovg
(Cloud Computing - CC) givar éva cOotnuo mov emrpénct tnv €0koAn mpdcsfoct oto diktvo oe i
KOWOYPNOTY OUASC SIUUOPPOUEVOV VITOAOYICTIKOV TOPV (Yio mopddetypo diktva, eQaproyés, amodnkevon,
SKOOTEG KO VANPECiec) ot omoiot Ba pmopovcav va mpoPAieebovv Eykalpa Kol vo TpocmeAacOovv e
eMdytotn TpooTabeia Swyeipiong 1 TN cLVpPoin Tov TaPOXOL TV VINPESIOV. H mapodoa epyacia mpoteivel
VoV OmOTEAECUATIKO OAYOPIOUO Yio TPONYUEVE, KALOKOVUEVE, TOALUESIKE, &Eumva Meydha Agdopéva
(advanced scalable Media-based Smart Big Data) (m.y. 3D, Ultra HD) cg nepipdirov é€umvav cvuothpdtov
Ymnoloyotiknig Népovg (Intelligent Cloud Computing systems). O mpotewvouevog aiydpBpog kmdtkonoinong
Eemepva 10 ovuPotikd mpodtomo HEVC pe Baon tig a&loroynoelg omddoong mov mapovetaloviatl. Emnpochera,
TPOKEYEVOD VO ETKVPDOCGOVUE LTIV TNV TPOTEWOUEVT TPOGEYYIOT, £xEl TpaypoTonomOel oyetikn pekétn. H
npotewvopevn pébodog Ba pmopodoe va, ypnoponombel kot va evoopoatmdei oto tpdtuvro HEVC, to omoio
umopei vo Aoyiotel og E€vmva Meydda Aedopéva (Smart Big Data), ympic va ntapaploctei o apyikd tpdTumo.
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J.5. Christos Stergiou, Kostas E. Psannis, Andreas P. Plageras, Yutaka Ishibashi, and Byung-Gyu Kim,
“Algorithms for efficient digital media transmission over loT and cloud networking”, KoreaScience, Journal of
Multimedia Information System, vol. 5, issue: 1, pp. 27-34, March 2018. [DOI: 10.9717/JM1S.2018.5.1.27]

Abstract - In recent years, with the blooming of Internet of Things (IoT) and Cloud Computing (CC),
researchers have begun to discover new methods of technological support in all areas (e.g. health, transport,
education, etc.). In this paper, in order to achieve a type of network that will provide more fintelligent media-
data transfer we are studying new technologies, and use various open source tools, such as CC analyzers and
simulators. These tools are useful for studying the collection, storage, management, processing, and analysis of
large volumes of data. The simulation platform used is CloudSim and runs on Eclipse. So, after measuring the
network performance with CloudSim, we use the Cooja emulator of the Contiki OS to confirm and access more
metrics and options. More specifically, we implemented a network topology from a small section of the script of
CloudSim with Cooja, so that we can test a single network segment. The results of the experiment show that
there are not duplicated packets received. This research could be a start point for better and more efficient media
data transmission.

Hepilnyn - Ta tehevtaio ypdvia, pe v avinon tov Awdiktoov tov Avtikeipévov (Internet of Things - 10T)
kot TG Ymoroywotikng Népovg (Cloud Computing - CC), ot gpeuvntég €xouv apyicel va avoKOADTTOUY VEES
nebddovg tEXVOrOYIKNG VIooTNPIENG o OAOLG TOLG TopEls (m.y. vyelo, PETAPOPES, ekmOidevon KAT.). XTO
TOPOVGO EPYOCIQ, Y0 VO, LTOPECOLE VO, EMLTOYOVUE Eva €i00G d1kTVOL OV Bar TaPEYEL WO «EELTTVIY LETAPOPA
OedOpUEVAV, HELETANE VEES TEXVOAOYIEG KOl XPTOUYLOTOLOVLE dLAPOPO. EPYAAEID VOIKTOD KDSIKO, OTWOG OVOAVTEG
Yroroyiotikng NEQovg kal mpocopoimtés. Avtd ta epyoleio givatl ypoIa Yo T HEAETN TNG GLAAOYNG, TNG
amofnkevong, g dwayeipiong, g enefepyaciog Kot tng aviivong peydiav dykov dedopévav. H mhotedpuo
mpocopoimong mov ypnotpomoteiton givar to CloudSim kot ekteleitoar 610 TEPPAAAOV TOV TPOYPAUHOTOS
Eclipse. 'Etot, apov petpricovpe v amdd0cm tov diktvov pe tov tpocopointr CloudSim, ypnoylomotovue tov
egopowwt Cooja tov Aoyiopikov Contiki yuo va emPefordoovpe Kot 6T GUVEKELD VUL LTTOPEGOVE VO EYOVUE
TPOGPUOT| GE MEPIOCATEPEG LETPNOELS KOl EMAOYES. LVYKEKPIUEVE, EQUPUOCULE Lol TOTOAOYI SIKTHOV Amd Eval
pikpd tunqpa tov oevopiov tov CloudSim pe to Cooja, dote Vo PTOPOLUE VO SOKIUAGOVUE Eva OV TUNpO
dwktvov. Ta amotedéopata Tov mEWPapoTog deiyvouy OtL dev Egovv Anebei dumhd mokéta. H épgvva avt Oa
Umopovoe Vo, amoTEAEGEL ONUEID EKKIVIIONG Y10 KAADTEPT] KO AITOTEAEGUATIKOTEPT) LETASOGT JEOOUEVMV.

J.4. Andreas P. Plageras, Kostas E. Psannis, Christos Stergiou, Haoxiang Wang, and B. B. Gupta, “Efficient
loT-based sensor BIG Data collection-processing and analysis in Smart Buildings”, Elsevier, Future Generation
Computer Systems, vol. 82, pp. 349-357, May 2018. [DOI: 10.1016/j.future.2017.09.082]

Abstract - Internet of Things (IoT) provides to everyone new types of services in order to improve everyday life.
Through this new technology, other recently developed technologies such as Big Data, Cloud Computing, and
Monitoring could take part. In this work, we survey the four aforementioned technologies in order to find out
their common operations, and combine their functionality, in order to have beneficial scenarios of their use.
Despite the boarder concept of a smart city, we will try to investigate new systems for collecting and managing
sensors’ data in a smart building which operates in IoT environment. As a bases technology for the proposed
sensor management system, a cloud server would be used, collecting the data that produced from each sensor in
the smart building. These data are easy to be managed and controlled from distance, by a remote (mobile)
device operating on a network set up in IoT technology. As a result, the proposed solutions for collecting and
managing sensors’ data in a smart building could lead us in an energy efficient smart building, and thus in a
Green Smart Building.

Hepilnyn - To Awdiktvo tov Aviikeipévov (Internet of Things, 10T) mopéyel o 6hovg véovg tHTOLG
VANPESIOV Yo T PeAtioon g kabnuepvig (ong. Méocm avtrg tng véag texvoloyiog, Kot GAAES TEXVOAOYIES
ov £yovv avamtuydel mpocpata, 0nwg ta Meydia Aedopéva (Big Data), to Yrmoloyiotikd Négog (Cloud
Computing) kot n emthpnon/rapakorotdnen o propodoov va cuvdvacsTovy. Xe ot TV £pevva, e&etdalovtat
ol téooepig mpoavapepbeioes texvoloyieg Yo vo peAetnBodv ot Kowvég AElTovpyieg TOVG Kot Vo, GUVOVLOCTEL 1
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AELTOVPYIKOTNTA TOVG TPOKEUEVOL VO EYOVV EVEPYETIKG Gevapla amd T ypnon tovs. Ilapd v Wéa g
opybvoong pag €évmvng moAng, Ba yivel mpoomdbeia Yo diepedvnon vE®V CLUGTNUATOV GLAAOYNAG Ko
Suyeipiong Tov dedopévav and tovg aodntipeg o€ Eva E&umvo KTiplo mov Aertovpyei og mepifdilov tov 10T,
Q¢ Poown Teyvoloylo TOL TPOTEWVOUEVOL GLGOTHHOTOG Owyeiplong asOntipwv, Ba ypnoomomBel évag
Srakopothg vépoug (cloud server), cuAléyovtog ta dedopéva Tov Tapdyovtat and Kabe aodntipa 6to £Evmvo
ktiplo. Avtd ta dedopéva eival €OKOAO va SloyelploTody Kol vo gAéyyovtal omd amdOGTOCT, Omd Lo
ATOROKPLUGHEVT (Kiynth) Guokevr] Tov Agttovpyel oe éva diktvo mov Paciletar omv teyvoroyia 10T. Qg
ATOTEAEGLO, Ol TPOTEWVOLEVES AVGEIS GLAAOYNG Kat dtaxelplong Twv dedopéva Tov aedntipwv ce éva £Eumvo
KTiplo Bo LmopovGHV VO, [AG 00TYNCOVV GE Ve, EVEPYELNKE amodoTikd E&vumvo KTiplo, kot état og éva [Ipdoivo
"E&unvo Krtipio (Green Smart Building).

J.3. Christos Stergiou, Kostas E. Psannis, Byung-Gyu Kim, Brij Gupta, “Secure integration of IoT and Cloud
Computing”, Elsevier, Future Generation Computer Systems, vol. 78, part 3, pp. 964-975, January 2018.
[DOI:10.1016/j.future.2016.11.031]

Abstract - Mobile Cloud Computing is a new technology which refers to an infrastructure where both data
storage and data processing operate outside of the mobile device. Another recent technology is Internet of
Things. Internet of Things is a new technology which is growing rapidly in the field of telecommunications.
More specifically, 10T related with wireless telecommunications. The main goal of the interaction and
cooperation between things and objects which sent through the wireless networks is to fulfill the objective set to
them as a combined entity. In addition, there is a rapid development of both technologies, Cloud Computing and
Internet of Things, regard the field of wireless communications. In this paper, we present a survey of loT and
Cloud Computing with a focus on the security issues of both technologies. Specifically, we combine the two
aforementioned technologies (i.e Cloud Computing and 10T) in order to examine the common features, and in
order to discover the benefits of their integration. Concluding, we present the contribution of Cloud Computing
to the loT technology. Thus, it shows how the Cloud Computing technology improves the function of the loT.
Finally, we survey the security challenges of the integration of 10T and Cloud Computing.

Hepilnwn - H Kwnt) YroAoyiotikhy Népovg (Mobile Cloud Computing - MCC) givon ua véa, teyvoloyia mov
avOQEPETOL GE UIo VIOdOUN] Omov TOG0 1 amobfkevon dedopévov 6co kot 1 eneepyocio dedopévav
TpoypoTonmoovvtor €@ amd TV Kivnti ovokevn. Mio GAAN Tpoc@dTmg avepyOpevn texvoAoyio givol to
Awdiktvo Tov Mpoaypdtov (Internet of Things - 10T). To Awdiktvo tov Ipaypdtov givor pa véa teyvoroyia
ov avortbooetal pe Toxd puBud otov Topén TV TmAEmkowmvidv. ITo cvykekpuévo, 10 AladikTvo TOV
Hpaypdtov oxetiletor pe TG acvppateg tnAemikowmviee. O KOPLOG 6TOXOC TG OAANAETIOPAONG Kol TNG
OLVEPYACIOG HETAED TV TPAYLATOV KOl TOV OVTIKEWEVOV TOV OTOCGTEALOVTOL LECH TOV ACVPUATOV SIKTOOV
etvar n emitevén Tov 0TOYOL VO VEIGTOVIOL MG U cLVOVACSUEVN ovtotnta. EmimAéov, vmapyet pio toyéa
avamtuén kot Tov dVo texvoroydv, g Yroroyiotikng Népovg (Cloud Computing — CC) kot tov Awadiktoou
tov [Ipaypdtev, 660V apopd To TEH0 TOV ACVPLATOV ETIKOWVOVIOV. TNV TOPOVGO EPYUGiH, TOPOLGIALOVLLE
pio Epevva GYETIKA pe to Atodiktvo Tov [paypdtov kot v Yroroylotikny Népovg, e éppoaocn oto {ntiuota
AoQAAEWOG KOU TV OVO TEXVOAOYIMV. ZVLYKEKPIUEVO, cvuvdvalovpe Tig 600 mpoavapepbeioeg Texvoroyieg
TPOKEYWEVOD VO EEETAGOVLE TAL KOWA YOPUKTNPIOTIKA TOVG KO VO OVOKOADWOVLE TO OQEAN TNG EVOTOINGNG
TOVG. ZUUTEPUCUOTIKG, mapovotalovpe T ovuPoAn ™ Ymoloylotikng NEQOLg otV TEXVOAOYiD TOL
Awdiktoov tov [payudrtov. ‘Etot, uropovpe va deiEovpe tmg 1 texvoroyio Ymoloyiotikng Népovg umopet va
Beitiwoet ) Aettovpyia TG tervoroyiag Tov Aladiktoov Tev [paypdtav. Téhog, eEetdlovpe T TPOoKANOELS GE
Bépato aoeALeng TOV TPOKOTTTOVY and TV Evomoinon Tov Aadiktoov tov [paypdtov kot g YToloylotikng
Népovg.

J.2. Christos Stergiou and Kostas E. Psannis, “Efficient and Secure Big Data delivery in Cloud Computing”,
Springer, Multimedia Tools and Applications, vol. 76, issue: 21, pp. 22803-22822, November 2017.
[DOI:10.1007/s11042-017-4590-4]
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Abstract - Big Data (BD) is a new technology which rapidly growing in the telecommunications sectors,
especially in the contemporary field of wireless telecommunications. Another technology that grows rapidly in
the field of wireless telecommunications is Cloud Computing (CC). CC concerns an infrastructure where data
storage and processing take place outside of the user’s device. Both of them face security and privacy issues in
their function. In order to improve them and to optimize their privacy and security issues conducted the present
survey. In this paper, we survey BD and CC technology and their basic characteristics, with a focus on the
security and privacy issues of both technologies. Specifically, we try to combine the functionality of the two
technologies (i.e BD and CC) with the aim to examine the frequent features, and also to discover the benefits
related in security issues of their integration. Concluding, we present a new method of an algorithm that can be
used for the purpose of improving Cloud Computing’s security through the use of algorithms that can provide
more privacy in the data related to Big Data technology. At the end, there is a survey about the challenges of the
integration of BD and CC related to their security level.

Hepilnwn - Ta Aedopéva Evpeiog KAipokoag, 1 adlmwg Meydia Aedopéva, (Big Data - BD) givar o véa
TEYVOAOYIO TOV OVATTOGGETOL e TOXD pLOUO GTOV TOUEN TV TNAETIKOWVOVIOV, Kot E01KE GTOV GOYYXPOVO TOUEN
TOV OCUPHOTOV THAETIKOWOVIOV. Mol GAAN TeyvoAoyid 1 Omoio. OVOLTUGOETOL TOYVTOTO GTOV TOUER TMV
acVpUOTOV TAETIKOWOVIOV givar 1 Yrohoyiotikny Néeovg (Cloud Computing - CC). H Yroloywotikny Népovg
agopd po vrodoun| 6oL 1 amobnkevon Kot N enelepyacio SESOUEVOV TPAYLOTOTOLOVVTAL EKTOG TG CVGKELTNG
tov ypnotn. Kot ot dvo avtég teyvoroyieg avtipetonilovv mpoPARLOTE 0CQUAElNG KOl WOIOTIKOTNTAG OTN
Aettovpyior tovg. [Ipoxeévon vo Pedtidoovpe kal va PeATioTOnOmGovpHe To (NTNHATE IBIOTIKOTNTOG Kot
acpdrelog oeENyon n mapovoo Epguva. Xty mapovoa epyacio eEetdlovpe v TEXVOLOYIN TV AgdOopEvVaV
Evpeiag Khipaxag kot g Yroroyiotikng Népovg, kabfdg kat to factkd yapakTploTikd Toug, e6TIalovios oTa
Onmipoto ac@dAelog Kot TpooTuciog TG WIMTIKOTNTAG Kol TOV dDO0 TEXVOAOYLDV. ZVYKEKPIULEVA, TPooTadovLLE
va 6uvOvAcOoLLE TN Agttovpyio TV 600 TPOavVIPEPHEVTMV TEYVOAOYIDV e CKOTO Vo £EETAGOVUE TOL «KOVAY
TOVG YOPAKTNPLOTIKG KOl VO OVOKOADWOULLE TO OQPEAT] Tov oyetiCovtar pe OEpoto aoEAAEng KOTA TNV
evomoinon tovg. Kieivovtag, mapovcialovpe po véa pébodo evog adyopifupov mov pmopet va ypnoyomomOel
yw T Bektioon g acedietog g YmoAoyiotikng Népovg pécm g xpnong oAyopiBuov mov pmopovv va
TAPEYOVV TTEPLOCOTEPT] TPOOCTAGIO TNG WOIOTIKOTNTAG 6T dedopéva mov oyetifovtal e TV TeYVOAOYio TV
Agdopévav Evpeiag Khipakag. 1o 1€h0g, yivetol pio £€pguve OXETIKG IE TIG TPOKANGELG TG EVOTOinong g
teyvoroyiag Tv Asdopévav Evpelog KAipokag kat tng texvoloyiag g Ymoroyiotikng NE@ovg 66ov agopd to
EMIMEDO TNG UOPAAELNG TOVG,.

J.1. Christos Stergiou and Kostas E. Psannis, “Recent advances delivered by Mobile Cloud Computing and

Internet of Things for Big Data applications: a survey”, Wiley, International Journal of Network Management,
pp. 1-12, May 2016. [DOI:10.1002/nem.1930] (http://onlinelibrary.wiley.com/doi/10.1002/nem.1930/abstract)

Abstract - The Internet of Things (loT) is a new technology that is growing rapidly in the field of
telecommunications and especially in the modern field of wireless telecommunications. The main goal of the
interaction and cooperation between things and objects sent through the wireless networks is to fulfill the
objective set to them as a combined entity. In addition, based on the technology of wireless networks, both the
technologies of Mobile Cloud Computing (MCC) and loT develop rapidly. In this paper, we combine the two
aforementioned technologies (i.e., MCC and loT) with the technology of the Big Data in order to examine the
common features and to discover which of the MCC and IoT benefits improve the use of the Big Data
applications. Finally, we present the contribution of MCC and loT individually to the technology of Big Data.

Hepilnyn - To Awdiktvo tov [payudtov (Internet of Things - 10T) givor pa véa texvoroyia mov avantbooeton
pe toxd pubpd oTOV TOUED TOV THAETIKOWOVIOV, KOl O0ATEPO OTOV GUYYPOVO TOUED TMV OCVPUATEOV
AenoVoOVIOV. O KOPLOg 6TOY0G TG CAANAETIOpAONS KL TG GLVEPYOSING LETOED TOV TPAYUATOV Kol TOV
OVTIKEILEVOV TTOV OTOGTEALOVTOL HECH TOV OGVPUOTOV SIKTV®V £ival 1 eXiTELEN TOV GTOHYOL VO VEIGTAVTAL WG
po. suvdvaouévn ovtotta. EmmAéov, pe Bdon v texvoroyia T@v acOpUAT®V SIKTO®V, TOGO 1 TEXVOAOYin
Kuwnig YroAoyiotikrgc Népovg (Mobile Cloud Computing - MCC) 660 ka1 1 texvoloyia Tov AladikTvon Tmv
[payudtov avartocoovtal pe yopyoOs pubpods. e avtn v epyacio, Tpoortadovpe va GuVOLAGOLLE TIG 000
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npoavopepbeiceg teyvoroyieg (MCC kot 10T) pe v texvoloyio twv Meydiov Agdopévav, 1 0AMOG
Agdopévav Evpeiag Khipaxag (Big Data — BD), mpoxeyiévon vo eE€Toovpe Ta KOWE YopaKTnploTiKd Toug Kot
Vo avOKOAOWOLHE TTote amd to TAsovekThpota g Kivntig Ymoloyiotikig Népovg Kot Tov AladikToov TV
[paypdtov Bedtidvovv ™ xpnon tov epappoydv twv Meydiov Asdopévov. Téhog, yivetor o Tapovcioon
oyxetwkd pe ™ ovpPorn e Kwnrig Yroloyiotikng Népovg kot tov Awadiktoov tov [paypdtov pepovopévo
oV teyvoroyia tov Meydhmv Agdopévov.

Ilpaxtika AigOvay  Emotnuovikey Jvvedpiowv (ue kpités) xoi oe  Iparxtine Elinvikoy

Emotnuovikay 2vvedpioy (ue kpirég)

C.13. Aliki Christou, Christos L. Stergiou, Vasileios A. Memos, Yutaka Ishibashi, Konstantinos E. Psannis,
“Revolutionizing Connectivity: The Power of Al, IoT, and Edge Computing for Smart and Autonomous
Systems”, in Proceedings of The 6th World Symposium on Communication Engineering (WSCE 2023), 27-29
September 2023, Thessaloniki, Greece. [DOI: 10.1109/WSCE59557.2023.10365771]

Abstract — The growing need for data analysis in the industry and smart city sectors highlight the transformative
potential of integrating Al, 10T, and edge computing. Through the utilization of Al algorithms and real-time data
derived from IoT devices, these systems enable advanced analytical capabilities at the network edge, thus
optimizing efficiency and decision-making processes. Furthermore, the adoption of edge computing mitigates
latency and transmission concerns and ensures data security, while the infusion of Al-driven autonomy expands
the horizons of applications across sectors such as transportation and manufacturing. However, there are
challenges regarding network architecture, data management, and security that need to be addressed in the
integrated implementation of AloT architecture.

Hepilnwn — The growing need for data analysis in the industry and smart city sectors highlight the
transformative potential of integrating Al, 10T, and edge computing. Through the utilization of Al algorithms
and real-time data derived from loT devices, these systems enable advanced analytical capabilities at the
network edge, thus optimizing efficiency and decision-making processes. Furthermore, the adoption of edge
computing mitigates latency and transmission concerns and ensures data security, while the infusion of Al-
driven autonomy expands the horizons of applications across sectors such as transportation and manufacturing.
However, there are challenges regarding network architecture, data management, and security that need to be
addressed in the integrated implementation of AloT architecture.

C.12. Anna Lioupa, Vasileios A. Memos, Christos L. Stergiou, Yutaka Ishibashi, Konstantinos E. Psannis,
“The Integration of 6G and Blockchain into an Efficient AloT-based Smart Education Model”, in Proceedings
of The 6th World Symposium on Communication Engineering (WSCE 2023), 27-29 September 2023,
Thessaloniki, Greece. [DOI: 10.1109/WSCE59557.2023.10365753]

Abstract — The technological advances impact the future classrooms and the whole education system. The
evolution of 6G promises faster speeds based on terahertz, wireless communication, the leverage of artificial
intelligence (AL), virtually reality (VR) and generally a fully connected world. The use of applications of loT
and AloT improves the education environment, but the intelligent network services undoubtedly gather, store
and analyze big data which are vulnerable to attackers. As a solution we may consider the technology of
blockchain. The trust and security of next generation intelligent networks are essential part of their design. In
this article we suggest a data security system based on blockchain for AL applications in 6G networks. First, we
present two Al-enabled applications, indoor positioning and mobile payment within the framework of 6G in the
university area. We present the efficiency of blockchain in data security for Al-enabled systems using two case
studies of indoor positioning system and mobile payment. The 6G system which is fully supported by Al and the
integration of this in technology of blockchain, is ensured the security in future wireless communication.
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IHepilnwn — The technological advances impact the future classrooms and the whole education system. The
evolution of 6G promises faster speeds based on terahertz, wireless communication, the leverage of artificial
intelligence (AL), virtual reality (VR) and generally a fully connected world. The use of applications of loT and
AloT improves the education environment, but the intelligent network services undoubtedly gather, store and
analyze big data which are vulnerable to attackers. As a solution we may consider the technology of blockchain.
The trust and security of next generation intelligent networks are an essential part of their design. In this article
we suggest a data security system based on blockchain for AL applications in 6G networks. First, we present
two Al-enabled applications, indoor positioning and mobile payment within the framework of 6G in the
university area. We present the efficiency of blockchain in data security for Al-enabled systems using two case
studies of indoor positioning system and mobile payment. The 6G system which is fully supported by Al and the
integration of this in technology of blockchain, is ensured the security in future wireless communication.

C.11. E. Mavropoulou, V. Neofotistos, C. Stergiou, S. Aslanidou, A. Oikonomou, “Educational Video: from
script to creation”, in Proceedings of the 12th Panhellenic Conference of the Pedagogical Association of Greece
"Greek Pedagogy and Educational Research”, 10-12 November, loannina, Greece.

Abstract — In a digital age where the evolution of technology is evident, more and more people worldwide are
adopting new technologies in their daily lives. The subjects of this empirical research are students who attend
the annual training program in Thessaloniki. Using a questionnaire, their responses were collected from 145
students regarding the creation of an educational video and its use in pedagogical practice.

The theoretical framework focuses on teacher education. The research concerns the Educational Technology-
Multimedia course where the role of the moving and digital image is prominent and is becoming more and more
popular as digital literacy and multimedia spreads.

The purpose of this research is to evaluate at the end of the year by the students their experience of a new
educational intervention devised to be introduced in the Educational Technology-Multimedia course, in the
academic year 2022-2023 by the team of teachers. It's about teaching scriptwriting and co-creating work in
groups.

The results of the research showed a clear difference from how they started and how they arrived and from the
descriptive data a high satisfaction of the students can be distinguished. These results advocate the adoption of
similar educational practices of introducing video into the educational process, but videos that were designed
and created by the teachers themselves. This highlights the necessity of teaching it as a good practice.

Hepidnyn — e wo ynoelokn emoyn O0mov givar kdnAn m eEEMEN g Te)voloyiag, Oho kol TEPLGGOTEPOL
avBpomot maykooping vioBetovv Tig véeg Texvoroyieg oty kadnuepvi toug {mn. H mapodoa eumeipkn| Epguva
€YEL OC VTTOKEIEVA GTOVIAGTEG Ol OO0l POLTOVY GTO ETNCLO TPOYPALLLO KOTAPTIONG o1 ®eccalovikn. Me
XPNON EPOTNHOTOAOYIOV CUAAEYTNKAY OO 145 GTOVOUCTEG Ol AMAVTNAGELS TOVG OV 0PopolV og Bépata T
dMpovpyio eKTOOELTIKOV BIVTED KOL TN ¥PNOT TOL GTNV TOOAY®YIKY TPAEN.

To BewpnTikd TANICIO EMKEVIPOVETOL OTNV eKmaidevon ekmodevtikdv. H £€pguva aeopd 10 pabnpa
Exnadevtikng Teyvoloyiog-IloAvpéoo o6mov o polog TG €wOVag KIvoOUEVNG KOl Ynouakng  sival
TPOTUYOVIOTIKOG KOl Yivetal OA0 kol 7o OMUOPIANG OGO SadIOETOL O YNOKOS YPOUUOTICHOS Kol TO
TOAVUETOL.

2KomAG NG £pEVVOG aVTNG Eivarl va amoTiunel 6To TEAOG TG YPOVIAS OO TOVG GTOVOUCTEG 1 EUTEPIO TOVG ATO
Hoe véa exmaldevTikn mapépPfoon mov emvondnke va ewcoybei oto pdOnpo Exmoidevtikng Teyxvoroyiog-
[Molvpécmv, v akadnuaikn ypovid 2022-2023 amd v ouddo tov ddackoviov. IIpokertal yia Sdackaiio
EKTOVIONG GEVOPI®MV Kot GUVONHIOVPYIC SOVAELRG GE OUADEGS.

Ta amotehéopata g Epevvag £6e1EaV Lo POVEPT] d0POPA 0l TO TG EEKIvVoOY KOl TMG PTAGHVE Kot amd To
mepLypapikd otoyeio dwkpivetar pic vYNAN kavomoinon twv omovdoctdv. Ta omoteléopoto ovtd
GLVNYOPOUV GTNV VIOBETNON TOPOUOI®V EKTOLOEVTIKMDY TPUKTIKAOV E100YMYNG TOL PBIVIEO OTNV EKTAUSEVTIKY|
Sadwkaoia, Pivieo Opmg ta onoio oyediacay Kot dnuovpynoav ot id1ol ekmodevtikol. Avtd avadetkviel v
avayKotoTnTo TG S180oKAANG TOV MG Lo KOAN TPAKTIKY.
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C.10. C. L. Stergiou, K. E. Psannis and Y. Ishibashi, “Green Cloud Communication System for Big Data
Management”, in Proceedings of The 3rd World Symposium on Communication Engineering (WSCE 2020), 9-
11 October 2020, pp. 69-73, held Online, Thessaloniki, Greece. [DOI 10.1109/WSCE51339.2020.9275579]

Abstract - This paper makes an effort to survey and study the open challenges in the field of energy-efficient and
green Cloud infrastructures. The useful software that offers the possibility to implement and evaluate Cloud
environments is CloudSim, which we also use in order to demonstrate and propose our idea. Moreover, we
consider the CloudSim's simulator architecture in order to achieve our proposal. Consequently, we investigate
and propose a system framework for better use of Big Data management, based on Cloud federated network.
Additionally, we propose an algorithm for achieving an energy-efficient resource allocation technique for Big
Data management on Green Cloud environment. The experimental results demonstrate that our proposed model
has immense potential as it offers significant performance gains regarding the cost saving and the better data
management under large workload scenarios.

Hepiinyn - H mopovoa gpyacio KAveL pio Tpoomdhelo vo epguVICEL KAl VO LEAETCEL TIG AVOLYTEG TPOKANCELS
OTOV TOUEN TMV EVEPYELOKA OTOJOTIKMV Kol Tpdctvav vrodopdv Cloud. To ypriopo Aoyiopkd mov Tpoceipet
™ Odvvatdémra viomoinong kot afordynong mepParroviov Cloud eivar to CloudSim, to omoio
xpnoonoovpe emiong yw va emdeiovpe Kot vo mpoteivovpe v wWéa pog. EmmAéov, efetdlovpe v
APYITEKTOVIKT TOL Tpocopolmth tov CloudSim yia va methyovpe v mpdTact] pog. ¢ ek T00TOV, SIEPEVVOVLLE
Kot TTPOTEIVOVUE v TANIGI0 GLGTAUATOG Yo TNV KaAdTepT Xpnon g dwuyeipiong Big Data, Paciopévo oe
opdomovoo diktvo Cloud. EmmAéov, mpoteivoupe évav adydptBpo yio v emitevén (oG eVEPYELOKE OTOSOTIKNG
TEYVIKNG Kotovoung mopwov yuwo ) olayeipton Big Data oe mepipdiiov Green Cloud. To meipapoticd
QTTOTEAEGLOTO, KATASEIKVOOVY OTL TO TPOTEWOUEVO LOVTIEAD €xEl Tepdotieg duvatdtnreg KabdG TPOCEEPEL
ONUOVTIKA KEPOT ATOS0GNG OGOV APOPA TNV £E0IKOVOUNOT KOGTOVG Kot TNV KOAVTEPT dloyeipion dedopévov og
oevaplo pLeydlov eopTov epyociog.

C.9. V. A. Memos, G. Minopoulos, C. Stergiou, K. E. Psannis and Y. Ishibashi, “A Revolutionary Interactive
Smart Classroom (RISC) with the Use of Emerging Technologies”, in Proceedings of 2nd International
Conference on Computer Communication and the Internet (ICCCI 2020), 26-28 June 2020, pp. 174-178,
Nagoya Institute of Technology, Japan. [DOI: 10.1109/ICCCI149374.2020.9145987]

Abstract - Nowadays, the traditional teacher-centered way of teaching seems to be anachronistic. Disabled
people, and not only, face difficulties to follow the current educational methods. The evolution of technology
can offer significant benefits in these problems. Cutting-edge technologies, such as as Internet of Things (1oT),
Cloud Computing (CC), Wireless Sensor Networks (WSN), Big Data Analytics (BDA), Compressed Sensing
(CS), Augmented Reality/Virtual Reality (AR/VR) and 5G Networking can contribute in the field of smart
education. However, smart education is currently in an embryonic 2D data representational state. In this paper,
we propose a new Revolutionary Interactive Smart Classroom (RISC) which will provide a virtual environment
for enhanced learning experience, based on 5G Network. This classroom will also make use of 3D virtual
services in combination with haptic equipment and sensors, in order to carry out augmented human sensing
information and touch into the virtual class. The advantages of such a classroom will be the sustainability in
many fields, such as Society, Education, Environment, Economics, Technology and Cultural Tourism.

Heptinyn - Equepa, o Tapadootokds TPOTOG SO0CKOAMOG LE eMIKEVIPO TOV dAoKOAO QaiveTor va gival
avaypoviotikog. Ta dropo pe edkég avayKkes, Kol Oyl Lovo, avTeTonilovy SVGKOAEG Vo akoAovBn ooV Tig
Tpéyovoeg ekmandevtikég pebodovg. H e£€MEn g teyvoroylag Hmopel va TPooOEPEL CNUAVTIKG OPEAT] GE QLTA
ta TpoPAnpata. Ot teyvoloyieg ayung, 0rmg to Atadiktvo Tov npaypdtov (IoT), to Cloud Computing (CC), ta
acvppoato diktva awebnmpov (WSN), to Big Data Analytics (BDA), 1 Compressed Sensing (CS) kot 1
dwktowon 5G pmopodv vo cvopfdrovv otov topéa g EEvmvng exmaidevon. Qotoco, N EEumvn exmaidevon
Bpioketar avt ™ oTLYUn o€ €va eUPPLOVIKO KPATOG avomapuoTacewv dedopévav 2D. Ze aut) v gpyocio
npoteivovpe pia véa emovootatiky dadpaoctikn Taén (RISC), n omoia Oa mapéyet Eva eikovikd mepipdiiov yo
BeAtiopévn podnowoxn eumepio, Paciopévn oto Aiktvo 5G. Avty n téén Ba ypnoylomomoel emiong
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TPIOOIAOTOTEG EIKOVIKEG VANPECIEG GE GLVOLOOUO HE AmTIKO €EOMAGHO Kol aleOnTpes, TPOKEWEVOL Vo
TPOYLOTOTOMOEL aéENUEVEG TTANpoQOpieg aviyvevong avBpdnov kot vo ayyiet v ewoviky taén. Ta
mAeovekTNUATO pog Tétotog Taéng Ba givatl n Procudtnta 6 TOAAOVG TOUEIS, OTMG 1) KOW®ViO, 1) EKTaidevoT,
10 TePPAALOV, 1 owovopia, 1 TEXVOAOYia, O TOVPIGUOG KOl O TOMTIGHOG.

C.8. A. P. Plageras, C. L. Stergiou, and Konstantinos E. Psannis, “Internet of Things for Healthcare:
Challenges & Perspectives”, in Proceedings of New Technologies in Health: Medical, Legal & Ethical Issues,
21-22 November 2019, Thessaloniki, Greece.

Abstract - The purpose of this research work is to motivate researchers in the field to develop novel ideas,
applications, laws, regulations, and techniques. Thus, the main objectives of this work are to provide all the
useful information needed, so that everyone can adopt and then integrate this information which can lead to
novel evolutionary scenarios.

Hepiinyn - O 0KOTOG AVTNAG TNG EPEVVNTIKNG £PYOCIOG €ival VO TAPAKIVIGEL TOVG £PEVVNTEG 0TO Tedio, va
avamtoEovv véec 10€ec, EPAPLOYEG, VOLOLS, KovoviopnoVg Kot texvikés. 'Etotl, ot kdplot otdyol avthg g
gpyaciog etvol vo mapéyet OAEG TIG XPNOULEG TANPOPOpieg oL Ypelalovtal, £T61 MoTe 0 KobEvag vo pumopet va
VI0OETNOEL KOL OTN GUVEXEWL VO EVOOUOTOOEL OVTEG TIS TANPOPOPIEG TOV UTOPOVV VO, 0OMYNCOLV GE VEW
eEeMypéva cevapia.

C.7. Christos Stergiou, Kostas E. Psannis, Andreas P. Plageras, Theofanis Xifilidis, B. B. Gupta, “Security and
Privacy of Big Data for Social Networking Services in Cloud”, in Proceedings of IEEE conference on Computer
Communications (IEEE INFOCOM 2018), 15-20 April 2018, Honolulu, HI, USA. [DOIl:
10.1109/INFCOMW.2018.8406831]

Abstract - Big Data (BD) is of great importance especially in wireless telecommunications field. Social
Networking (SNg) is one more fast-growing technology that allows users to build their profile and could be
described as web applications. Both of them face privacy and security issues. In this paper, we survey SNg, BD
and Cloud Computing (CC) technology and their basic characteristics, by concentrating on the security issues of
those technologies. Specifically, we aim at combining the functionality of these two technologies (i.e Big Data
and Social Networking) in a CC environment, so that we can analyze the common features and ascertain the
advantages of their integration related to security issues. Through this research, we present a new system-
framework-network in Cloud Environment through which users of various Social Networks (SNs) will be able
to exchange data and information, and primarily large-scale data (Big Data). With our proposed system, we can
achive greatly improve of the communication of SN users, and thus become more safe and accurate in a Cloud
environment. More specifically, this system could be established as an intermediate communication node that
could be utilized in order to improve the security of SNg’s users through the use of algorithms that can provide
more privacy in the data related to BD technology. Also, in this work we present some measurements and
results relative to our proposed system use. Finally, the opportunity to create a database through which each user
can view the statistics of his interaction with the SNg is further discussed.

Lepiinyn - To Aedopéva Meyding Khipokag (Big Data - BD) éxouv peydin onpocio €01ké 6tov Topén Tmv
acvpuatev tiemwowvoviov. H Kowovikn Awktooon (Social Networking - SNg) eivor pon okdun toyéwg
OVOTTTUGGOEVT] TEYVOAOYIO OV EMTPEMEL GTOVG YPNOTEG VO ONUOVPYNCOVY TO TPOPIA TOVG KOl UTOPEL Vo
neptypapel g dwdiktvaxn epappoyr. Kot ot dvo teyvoroyieg avtipetonilovy tpoPARLOTO 1O1OTIKOTNTOG Kot
acpdrelog. e avtd 1o apbpo, efetdlovpe Tig teyvoroyieg SNg, BD kot Ymoloywotikiig Népovg (Cloud
Computing - CC), kaBdbg kot to BAcIKd YopaKTNPIOTIKG TOVS, 6TIALOVTOG 0Ta BEPOTO AOPAAEINS QVTOV TOV
TEYVOLOYIDV. ZUYKEKPILEVO, GTOYEVOVLE VO, GUVIVACOVILE TN AELITOVPYIKOTNTA TV dVO TEXVOAOYIOV (dNAadn Ta
Agdopéva Meyding Kiipokag kot tnv Kowvovik) Atktomon) og tepifdiiov Yroroyiotikng Népovg , €10l dote
V0. UTOPEGOVLE VO OVOADCOVLE TO. KOWVA YOPAKTNPIOTIKG TOVG KOl VO, SLOTICTMGOVIE TO, TAEOVEKTNUATO TG
EVOOUATMONG TOVg o€ Bénata acpaielng. MEow avTng NG £pEVLVOG, TOPOVGIALOVIE EVa VEO GUGTNLO-TANIG10-
dikTvo o€ TEPIPAAAoV YToAoyoTIKNG NEQOVG HEG® TOV OTTOI0VL 01 YPNOTEG TV d1aPOp®V Kovwvikdv Atktowv
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(Social Networks - SNs) 8a pmopodv va avioAldocovy dedopévo Kol TANPoPopieg Kot Kuping Asdopéva
Meydaing KAipoakag. Me 10 60GTNLO TTOV TPOTEIVOVLLE, UTOPOVE VO BEATIOGOVIE CLOVTIKG TNV ETKOIVOVIN
TV xpnotov tov Kowovikdv Awktdov (Social Network - SN) kat €161 va yivovuve To ac@oleig Kot akpiPeic o€
éva mepaiiov Yroroyiotikng Népovg . ITio ouykekpéva, avtd 1o oot Ba propovoe va kabiepmBel mg
évag evdtbipecog kopPog emkovmviog mov fa propodoe va ypnotponombet yio ) Pertioon g acedielog tov
xpnotodv tov SNg péocm g ypnons aiyopifuov mov pmopodv vo TopEXovv UEYOAVTEPT TPOGTAGIO TNG
wotikottag tov dedopéveov mov oyetilovtor pe to Agdopéva Meyding Kiipaxag. Emiong, oe avty v
gpyacio Topovctdlovpe HEPIKEG LETPNOES KOl OTOTEAEGLOTO O GYECN WE TNV TPOTEWVOLEVN YXPNON TOL
GLOTHNOTOG OV TpoTeivovpe. TELOG, yiveTotl pa mepattép@ cLINTNOTN GYETIKG LE TN SVVATOTNTO OMLoVPYing
Baong dedopévav pécm g omoiag kGOe ypong Ba pmopel vo Sl T0 OTUTIGTIKG GToyEin TG AAANAETIdpacTg
tov pe 1o Kowvovikd Aiktoa.

C.6. C. Stergiou, A. P. Plageras, K. E. Psannis, T. Xifilidis, G. Kokkonis, S. Kontogiannis, K. Tsarava, A.
Sapountzi, “Proposed High Level Architecture of a Smart Interconnected Interactive Classroom”, in
Proceedings of IEEE conference SEEDA-CECNSM 2018, 22-24 September 2018, Kastoria, Greece. [DOI:
10.23919/SEEDA-CECNSM.2018.8544922]

Abstract - This paper presents the high level architecture of a smart, modern, interactive laboratory-class called
Smart Interconnected Interactive Classroom (SIIC). It describes the interoperability of telecommunication
technologies, sensors and actuators over a virtual environment that enhances the learning process and
experience. In the context of this work novel augmented and virtual services are outlined that can assist e-
Learning systems through virtual reality and real-time interactions.

Hepiinyn - Avty 1 epyacio mopovctdlel TV aPYLTEKTOVIK LVYNAOL €mmédov piag EEumvng, GUYYPOVIG,
SO paCTIKNG pyaoTnplakng TdEng mov ovopdletor «Smart Interconnected Interactive Classroom (SIIC)». ITio
OVLYKEKPLUEVO, TEPLYPAPEL T1 SWIAELTOVPYIKOTITA TOV TEYVOAOYIDV TOV TNAETIKOWOVIAOV, TOV oONTHp@V Kot
TOV EVEPYOTOMTMV GE VO EIKOVIKO TEPIPAAAOV TTOL EVIGYVEL TN LaONGLOKY SLOIKAGIO KOl TNV EUTEPIOL TOV
pabntov. Xto TAaiclo avuTng g epyaciog mapovotdlovTol KOVOTOUEG KOl EIKOVIKES VINPEGIES TOV UTOPOLV VO
Bonbfcovv To. GLGTAROTO NAEKTPOVIKNG UAONONG HEC® CAANAETIOPAGEDY EIKOVIKNG TPUYUATIKOTNTOG KOl
TPUYHOTIKOD YPOVOV.

C.5. Christos Stergiou, Kostas E. Psannis, Andreas P. Plageras, Yutaka Ishibashi, Brij Gupta, and Byung-Gyu
Kim, “Architecture for Security in IoT Environments”, in Proceedings of 26th IEEE International Symposium
on Industrial Electronics, 19-21 June 2017, Edinburgh, Scotland, UK. [DOI: 10.1109/ISIE.2017.8001447]

Abstract - The focus of this paper is to propose an integration between Internet of Things (IoT) and Video
Surveillance, with the aim to satisfy the requirements of the future needs of Video Surveillance, and to
accomplish a better use. 10T is a new technology in the sector of telecommunications. It is a network that
contains physical objects, items, and devices, which are embedded with sensors and software, thus enabling the
objects, and allowing for their data exchange. Video Surveillance systems collect and exchange the data which
has been recorded by sensors and cameras and send it through the network. This paper proposes an innovative
topology paradigm which could offer a better use of IoT technology in Video Surveillance systems.
Furthermore, the contribution of these technologies provided by Internet of Things features in dealing with the
basic types of Video Surveillance technology with the aim to improve their use and to have a better transmission
of video data through the network. Additionally, there is a comparison between our proposed topology and
relevant proposed topologies focusing on the security issue.

Hepiinyn - O ot0Y0G TNG TAPOVCOS EPYOCING €IVOL VO TPOTEIVEL TNV EVOOUAT®OON TOL AladIKTOOL TV
Ipayudtov (Internet of Things - IoT) ko g Bivieo-emmpnong (Video Surveillance), pe okomd vao
KOVOTTOMNGEL TIG AMOLTOES TOV HEAALOVTIKOV avayK®mv Tng Bivieo-emmmpnong Kot vo emtuyel v KoAOTEPT
xpnon s To Awadiktvo twv [paypdtov eivor pia véa texvoroyio 6Tov TOpEN TV THAETIKOWVOVIGV. TIpdKeLTON
Yo éva dIKTLO OV TEPLEYEL PLGIKE OVTIKEILEVD, TPAYLOTA KOl GUGKEVEG, TO, OTTOI0 £XOVV EVOMUATMOUEVOLS
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a1eONTAPES KAl AOYICUIKO, EVEPYOTOIDVTOG £TGL TO OVTIKEILEVO-TPAYLLOTO KO ETITPEMOVTOS TV OVTIOAAQYT TOV
dedopévav toug. Ta cvompata mapakorovdnong Bivieo, | aAldg cvompata Bivteo-gxitypnong, cuAiéyovy
KOl OVTOAAGGGOUV T dEG0UEVO TOV EXOVV KATAYPAPEL amd acONTPEG Kol KAUEPES KOL TOL ATOGTEAAOVY LECH
Tov S1KTVOL oTo omoia givan cuvdedepéva. H mapovoa epyacio mpoteivel éva KOvoTOUo HOVTEAO TOTOAOYIOG
S1KTVOV, TO 0Toi0 Bal PITOPOVGE VA TPOSPEPEL KOAVTEPT YPNON TG TEXVOLoYiag Tov Atadiktvov tev [paypdtmv
oe ovotiuoato Bivteo-gmmipnong. EmmAéov, mapovsialetor 1 cupfol tov teyvoroyidV oL TapEyovTol and
TOL YOPOUKTNPLOTIKA TNG TEXVOAOYIRG TOL Atadiktvov TV [Ipaypdtov, Kol GUVEIGEEPOLY 6TOVS PAGIKOVS TOTOVG
™G texvoroyiog Bivteo-gmtipnong, pe otdyo m Pektictomoinon g xpnong Tovg Kot Ty KOADTEPT LeTAdoom
dedopévav Pivieo péom tov diktdov. EmumAéov, vmdpyel ovykpion peta&d TG TPOTEWVOUEVNG TOTOAOYIOG
SIKTOOV KOl TOV TOPEUPEPDY TPOTEWVOUEVAOV TOTOAOYIDV OIKTVOV, Ol OTOIEG EMKEVIPOVOVTOL GTO JTNHOL TNG
AGQAAELOG.

C.4. Andreas P. Plageras, Christos Stergiou, Kostas E. Psannis, Byung-Gyu Kim, Brij Gupta, and Yutaka
Ishibashi, “Solutions for Inter-connectivity and Security in a Smart Hospital Building”, in Proceedings of 15th
IEEE International Conference on Industrial Informatics (INDIN 2017), 24-26 July 2017, Emden, Germany.
[DOI: 10.1109/INDIN.2017.8104766]

Abstract - The last few years, significant advances provide better solutions for interconnectivity and security in
Intelligent Buildings (IBs). An overview of these advances is presented in this paper. Also, in this paper, we
presented a patient monitoring system for hospital buildings and a Building Management System (BMS) layered
design. Then, we made a comparative analysis of our system over other similar systems and presented the
benefits that our approach has. Moreover, we proposed some security solutions that came out from the design
and from further research. Also, a comparative analysis of our system over other similar systems is shown in
this paper. Then, the benefits of our design are listed and explained. Finally, we have studied and used the
Contiki OS and the Cooja emulator, and we have created simulations, which helped us have a more detailed and
realistic image of our system. The results from the transmission of the packets of data are significant, since the
protocol we use (CoAP), has a very low percentage, if not zero, of the packets, lost. Using the Cooja emulator
we track the trafficc in and out of the network in real time. So, it seems to be a very useful tool which offers,
except the traffic, diagrams and other metrics which describe our system. As future work, we are going to
emulate our entire system with such tools like the Cooja emulator. Then, if the results are the expected, we will
move on with the implementation of such a system. This paper will be a start point for better future decisions in
designing intelligent building systems.

Hepinyn - Ta televtaia ypovia, oNUAVTIKEG TPOOSOL TAPEYOLY KAADTEPEG ADGELG Yol TNV SlGVVIEST Kol TNV
acpdrewn ota E&umva Kripo. Mo emiokdnnon tov Tpoddov ovtdv mopovuctdleTal o€ outh TV Epeuva.
Emiong, mpoteivetanr éva cdotnuo mopoakorlovdnong achevdv Yo VOCOKOUEWKA KTiplo, Kot €va GOGTNHO
Swryeipiong ktipimv (Building Management System). 211 cuvéyela, TPOYLATOTOWONKE L0 CUYKPLTIKY AVAAVOT)|
TOV TPOTEWOWEVOV GUGTHLOTOG EVOVTIL GAADV TOPOUOIOV GUGTIHATOV KOl TopoLoldlovial To oQéAn Tov
npokeintovv. Emmhéov, mpoteivoviol kamoleg AGES acPaAgiog Tov Tposkuyoy and 10 oxedlooud Kot amd
TEPOUITEP® EPELVO. XTI GULVEYELD, OVOPEPOVTAL KOl €ENyouvTal To. 0pEATN Tov oyediaopod. Télog, peretnOnke
Kat ypnooromOnke to Aoyiopikd Contiki ko o e&opoimtig Cooja yio TPayLOTOTOINGT) TPOGOUOIDGEDY, TOV
Bondnoav yw vo yivel WO AEMTOHEPNG KOL PECAICTIKY 1 E€KOVOL TOV TPOTEWVOUEVOL GLOTHUOTOS. To
OTOTEAEGLOTO OO TN UETOPOPE TV TAKET®V Oedopévev eivol onuovitikd, kabdg 10 TPpOTdKoAL0 7OV
xpnowonotovpe (Constrained Application Protocol, CoAP) €yet moAd younid mococto, av Oyl Undevikd, o€
nakéta Tov Yabnkav. Xpnoponowdviog tov e&opotwtn Cooja yiveral 1 Tapakorovnomn g kivnong pLéca Kot
¢€m omd 1o dikTvo oe mpaypatkd xpovo. 'Etot, eaivetar vo givar éva mold ypnowo epyaieio 10 omoio
TPOGPEPEL, TNV KIVION TOL SIKTOOV, OAYPAUIOTO KOOMG Kol TOAAEG GAAEG LETPNCELG TOL TEPLYPAPOVY TO
ovotnua. Qg HEALOVTIKEG EPYACIES, TPOKELTOL VO TPOGOUOIDOEL TO GUVOMKO GVGTNHO LE TETOW EPYOAEia OTMG
o eoporwtg Cooja. TN GUVEKELD, OV TO OTOTEAEGHATA €ivol T ovapevopeva, Bo pmopet va yivel epappoyn
TETO®V CLOTNHATOV. AVt 1 €pguva Ba etvan Eva onpelo ekkivnong Yoo KOAVTEPEG LEAAOVTIKES ATOPACELS GTO
oyedopd cuoTnUdTeV Yo EEumva KTipia.
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C.3. Andreas P. Plageras, Christos Stergiou, George Kokkonis, Kostas E. Psannis, Yutaka Ishibashi, Byung-
Gyu Kim, and Brij Gupta, “Efficient Large-Scale Medical Data (eHealth Big Data) Analytics in Internet of
Things”, in Proceedings of 19th IEEE International Conference on Business Informatics (CBI’17), International
Workshop on the Internet of Things and Smart Services (ITSS2017), 24-26 July 2017, Thessaloniki, Greece.
[DOI: 10.1109/CBI.2017.3]

Abstract - Recent technologies such as Big Data could be used in order to help the improvement of other fields
except for the telecommunication field. Due to the Health field, the Big Data technology could contribute with
the aim to help for the purpose of analysis and management of the huge amounts of health data. The main
objective of this research proposal is an analytical study of the technologies 10T, Cloud Computing (CC) and
large-scale data (Big Data) to resolve various issues facing the health sector in relation to these technologies.
The purpose of the research proposal is the collection of medical (e-health) big data in real time. The collection
will be performed by sensor devices and actuators, which will wear patients who suffer from various ailments.
Then is following, the transfer of these data through a network to a cloud server. Additionally, these data will be
processed in the cloud which makes its analysis so as to become meaningless. By the analysis of these data is
done the data mining. Finally, to address the various problems in the health sector, the transfer of the analyzed
health data will be held by the devices of the relevant persons. Also, in our study, we will deal with the security
of medical data which constitute personal data and must be protected.

Hepiinyn - Tlpoéceateg texvoloyieg dmwg avtég mov oyetiCovrar pe tao Meydho Agdopéva (Big Data) 6o
umopovoav va ypnoiworombodv ywo vo Pondncovv otn Peitioon dAA@V mediov eKTOC TOV TOUEN TOV
AETIKOWVOVIGDV. ZTov Topéa ™¢ Yyeiog, 1 teyvoroyio tov Big Data 6o pumopovoe va copPdret e otox0 va
Bonbnoet pe v avdivon kat ™ Sayeiplon TV TEPAoTIOV dYKov dedopuévav vyeiag. O KOplog atdyog avTig
NG EPEVVNTIKNG TTPOTAONG €lval L0 AVOALTIKY] HEAETY] TV TEYVOAOYIOV TOV AldKTOOV TOV AVTIKEWWEVOV
(Internet of Things, IoT), tov Yroloywstikov Népovg (Cloud Computing, CC) kot tov dedopévev peyding
KAipokag (Big Data) yio v eniAvon dtagdpov TpofAnpdtov mov oviletonilel o Topéas g vyelog o oyéon
LE OVTEG TIG TEYVOAOYIES. XKOMOG TG EPEVVITIKNG TPOTAONG £ival 1| GLAAOYN HeYdAV OYKoV dedopévev vyeing
(e-health data) oe mpaypotikd ypovo. H ocviroyr Ba mpaypatomotgitor omd cvokevég olcbntipov kot
gvepyomomtég, ol omoieg B poprodviol 6tovg acbeveic mov mhoyovy and Sldeopeg aobéveleg. Tt cuvEXELo
axolovfel  petagopd ovTtdV TOV SedopEvav uEc® Tov Aladiktiov oe dlakoptoty vépovg (cloud server).
Emumdéov, ta dedopévo avtd vroPdiovial mpog enebepyacio 610 VEQPOG TO 00l0 KAVEL TNV 0VGALGY TOVG Vo
kataotel Gvev onuociog. Méowm g avalvorn avtdv Tov dedopévav yivetor 1 e£6pvén dedopévav (data
mining). TéA0g, Y10t TNV AVTILETOTION TOV S0QOP®V TPOPANUATOV GTOV Topén TNG VYELNG, N LETOQOPE TmV
AVOALLEVOV dESOUEVMV VYEING TTpayLOTOTOlEiTOL LOVo ota oppodia tpdowna. Emiong, otn pedétn avtn, ot
EPELVNTEG ACYOLOVVTOL [LE TNV OCPAAELL TOV OTPIKOV SESOUEVOV TOV OTOTEAOVV TPOCOTIKA dedopUEVE Kot
TPEMEL VO TPOGTATEVOVTAL.

C.2. C. Stergiou, K. E. Psannis, “Algorithms for Big Data in Advanced Communication Systems and Cloud
Computing”, in Proceedings of 19th IEEE Conference on Business Informatics 2017 (CBI2017), Doctoral
Consortium, 24-26 July 2017, Thessaloniki, Greece. [Award] & [link] [DOI: 10.1109/CBI.2017.28]

Abstract - Communication Systems are becoming significant in many areas of modern everyday life. Through
this field several technologies grow and contribute to the improvement of people’s everyday life. Big Data (BD)
appears as a technology created and developed through communication systems. Big Data refers to the large-
scale amounts of data used, transferred and managed through a network. Due to data usage and even large-scale
amounts of data, the use of storage space without restrictions on its use becomes necessary. This storage space
provided through a technology called Cloud Computing (CC). This technology mentions to a substructure in
which data storage and data processing occur in real time outside of the user’s device. This work surveys BD
and CC and their basic features, with a focus on the security and privacy issues of both technologies. In addition
to this, we will try to combine the functionality of BD and CC with the aim to examine the frequent features,
and also to discover the benefits related in security issues of their integration.


http://www.mai.uom.gr/frontend/article.php?aid=889&cid=3&t=Wres-leitourgias-Grammateias_31/7/2017
http://www.mai.uom.gr/files4users/files/VARIOUS/award_cbi2017.pdf
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Hepinyn - Ta cuotiuoTo ETtKoOViag KabioTovTol CNUOVTIKG 68 TOAAOVG TOUEIS TNG GOYYPOVNG KAONUEPIVIG
C{ong. Méow avtdv avamtdicoovtal S1dpopeg texvoAroyies kat cupufdiiovy ot Bedtioon g kabnuepvig (ong
tov aviporov. Ta Asdopéva Evpeiog Khipakag, 1 aAlidg Meydia Agdopéva, (Big Data - BD) eppaviovtot
G [ TeYvoAoYia Tov dnuovpynonke Kot avarntuydnke pécm cvotnudtev ertkowvoviag. Ta Asdopéva Evpeiog
KMpoxog ovagépovioar o  peydies mocoTnTeg OEOOUEVOV TOVL  YPNCLLOTOOVVTOL, —UETAPEPOVTIOL KO
Swyepifovtor pécw® evog S1KTVOV. AOY® NG XPNONS TOV JESOUEVOV KOBDG Kol TOV «UEYAADVY TOGOTNTMV
dedopévav, kabiotatal amapaitntn n xpnon y®pov amobfiKevons ympig TEPLOPIGULOVS OTN ¥PYoN TOVS. AVTOG O
Y®Opoc amobnkevong mapéyetal pHEcm g Teyvoroying mov ovoudletar Ymoloywotiky Népovg (Cloud
Computing - CC). Avtn 1 texvoloyia avapEPETAL GE P10 VITOSOUT GTNV omoia 1 arobfKevomn ko 1 eneéepyacio
OEJOUEVAOV TPOYLOTOTOIOVVTOL GE TPAYUATIKO Y¥povo €£@ amd Tn ovokevn tov ypnotn. H mapovca epyocio
gpevva Tig teyvoloyieg Twv Agdopévov Evpeilog Khipakag kot tg Ymoroyiotikng Népovg, kabdg kat to Pactkd
YOPOKTNPIOTIKG TOVG, HE EMIKEVIPO Ta {NTALOTO OCQAOAENG KOl TPOCTOCIOG Kol T®V VO TEYVOAOYIDV.
Emumiéov, péom avtng g epyaciog 0o mpoomafncovie vo GUVIVACOVE TN AELTOVPYIKOTITO TV TEYVOAOYIDV
tov Agdopévev Evpelog KAipokag kot g Ymohoyiotikng Népovg pe okomd vo €£eTdoOvUE TO YVOOTA
YOPOUKTNPLOTIKA TOVG, KOl EMIGNG VO AVOKOADWOVUE TO. OQEAT] TTOL TPOKVATOVV OO TNV EVOMOINGCN TOVG OF
Bépato aopdAelog Kot TPosTAGiaG.

C.1. C. Stergiou, K. E. Psannis, “Mobile Cloud Computing in 4G Networks (LTE)”, (2015), in Proceedings of
2nd Student Conference of Applied Informatics, University of Macedonia (FSTEP 2015), 2 December 2015,
Thessaloniki, Greece.

Abstract - Mobile Cloud Computing (MCC) refers to an infrastructure where both the data storage and the data
processing happen outside of the mobile device. 3GPP Long Term Evolution (LTE) is the name given to the
new standard developed by 3GPP to cope with future market requirements. Nowadays LTE/LTE Advanced is
the next step in the evolution of 3G systems and the goal is to provide levels of quality similar to those of
current wired networks. In this paper, we present a survey of 4G LTE and 4G LTE Advanced communications
features with a focus on the enhancement of the current MCC limitations. Specifically, we present the most
important features of 4G LTE and 4G LTE Advanced organized in different categories and their contribution in
the deployment of MCC applications. Moreover we discuss the major challenges that arise from the — 4G
Cellular Network Operators profit for adding computing power to radio access networks such as Energy
Efficiency, Mobility, Security Protocol Design, and Radio allocation/ usage - and we present comprehensive
comparative analysis of proposed algorithms regarding the improvement of performance and efficiency of 4G
LTE/LTE Advanced cellular net!lworks.

Hepiinyn - To Mobile Cloud Computing (MCC) avagépetat o€ po vodopr], 6mov t660 1 amodnKevoTn TV
dedopévav 6co Kot 1 emelepyacio dedopévov cupfaivovv ektdg g kivntig cvokevng. To 3GPP Long Term
Evolution (LTE) eivar 10 6vopa mov 360nke oto véo mpodtumo mov avoantuybnke and 10 3GPP dote va
AVTILETOTICEL TIG LEALOVTIKEG amontoeLg g ayopds. Znpepa, to LTE/LTE Advanced givat to endpevo B
omv e&EMEN TV cuotudtev 3G Kot 0 6TOXOG TOL Eival va TapEYEL EMITEdN TOIOTNTAG, TOPOLOLN LE EKEIVA TNG
TPEYOVONG TEYVOAOYIOG TOV EVOLPUATOV SIKTO®MV. TNV TOPOVCH EPYACIO, TOPOVGIALOVUE it EPELVO Y10, TOL
apotuno. Aemikowvovioag 4G LTE ko 4G LTE Advanced pe emikevipo v evioyvuon ToV VOICTAUEVOV
neproptop@v Tov MCC. Zvykekpipéva, 6oc Topovotdlovpe Ta o onuavTikd yapoktnpiotikd tov 4G LTE kot
tov 4G LTE Advanced, 61mg opyavadvovtal o€ S1dQopes KaTnyopieg Kot T GLUUPBOAT TOVG GTNV avATTLUEN TOV
epappoydv tov MCC. Emiong, mapovst {ovpe tig peydreg npokinoelg mov mpokvmtovv ond to 4G Cellular
Network Operators képdot ywo. TV TPOGHNKN VTOAOYIOTIKNG 10YVG G€ OiKTLO PASIOCLYVOTHTOV OGS 1
Evepyewoxn Amddoon, n Kwntkdmra, n Acedrewn [potokdirov Exedwcpod kot 1 Kotovoun/Xpnon
Padtocuyvotntev, kot cog Tapovcstdlovpe pio d1e£0d1K GLYKPLITIKT AVAADGOY TOV TPOTEWVOUEV®V aAYOpiBpmV
0cov apopd T PeAtioon TV emddcEMV Kol TNG OMOTEAECUATIKOTNTOG NG TeXvoroyiag 4G LTE / LTE
Advanced Cellular Networks.
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SW.1. Xtepyiov, X. (2023). O poéAog 0L YNOuKoH TAVIdD GTNV OVIYETOTION TAWIOV UE doTapayn|
aVTIoTIKOY Qacpatog. [Telaiog [Tadaywydc, 2023.

Abstract — In the present work, a study was initially started with the utilization of the game in the educational
process until now. Then, the use of modern technologies in students with special education economies is
presented in general, and then the role that digital games do not have in children with ASD through modern
technologies is recorded. In detail, the use of computers to deliver educational content with supporting
multimedia elements such as interactive images, videos and simulations computers as a tool - supports students
and teachers according to the surveys that have been done. Also, children with ASD need a learning
environment that is structured, with non-traditional teaching methods but with innovative and alternative
teaching methods such as multisensory/multimodal materials and enriched learning activities centered on their
style and interests. Therefore, through the study carried out, it can be realized that although the game helps in
the attention and interest of the students, in the cultivation of daily life skills and in general in the social and
emotional development, the utilization of the digital game in the educational process in itself . it cannot be a
panacea. However, it needs proper preparation, study and utilization of other teaching methods.

Hepiinyn — v mapodoa epyacio, apyikd TPAYLOTOTOLEITOL Lo LEAETN GYETIKA LE TNV MG TOpa. aglomoinon
TOV TOLYVIOOL OTNV EKTOOELTIKY dtadtkocio. TN GLVEXELD, TAPOVSLAloVTaL Ta OPEAN TG YPNONG CVYYPOVMV
TEYVOAOYIDV GE LAONTES e EOIKES EKTOLOEVTIKEG AVAYKES YEVIKOTEPQ, KOl LETEMELTA KATAYPAPETOL O POLOG TTOL
HUropohV va £x0uv Ta Yynelokd moyvidwn og Toudid pe AAD HEG® TOV GVYYPOVAOV TEXVOAOYLOV. AVAALTIKOTEPQ,
N XPNOYOTOINGT VTOAOYICTMV Yo TV TAPAS0CT) TOV EKTOIOEVTIKOD TEPLEYXOUEVOL L€ VITOGTNPIKTIKA GToLyEln
TOAUECOV, OTMC d0dPACTIKEG EIKOVEG, PIVTED KOl TPOGOUOIDGELS EKAVOV TOVG VITOAOYIGTEG (G £VaL EPYOULEID -
VITOGTNPIKTH LOONTOV Kol EKTOISEVTIKOV COLOMVO LE TIG £PEVVEG OV £XOoLV Yivel. Emiong, ta moudid pe AAD
&youv avdykn amd éva pobnoctakd mepIBAAAOV OV gival SOUNUEVO, LE N TOPOd0GLOKES LeBOdOVG S1dacKaAiNg
AL LLEE KOVOTOLOVG KOl EVOAAAKTIKOVG TPOTOVS S1d0.0KaAinG OTmg ToAaeONTNPLoKO/TOATPOTIKO DAKS Ko
EUTAOVTICUEVEG EKTTOOEVTIKEG SPACTNPLOTNTEG IE EMIKEVTPO TO GTVA HABNGNG TOLG KOt TO, EVOALPEPOVTA TOVG.
Emopévag, péow g pelétng mov mpaypatomomdnke, pumopel va yivelt avitinmtd 0Tt TapOAo TOL TO TOLYVidL
Bonbd otv mpocoyn Kot 610 eVOEEPOV TV HadnTdV, oty kaAlépyeln delot)Tov Kabnuepvng Long Kot
YEVIKOTEPA OTIV KOWMVIKN] KOl GUVOICONUOTIKY avAamtuén, M a&lomoinon Tov yneukov moyvidod otnv
EKTAOELTIKY dladkacio. amd poévn g dev umopel va amotehéost mavakew. Qotdco, ypeldleTor oot
TPOETOLAGi0, HEAETN Kot alonoinon Kot GAA®V HebBodwv S1dackaAiag.
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